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CHAPTER 1 - KEY ACCOUNTABLE PROGRAM PARTICIPANTS
The NOAA Government Travel Card Handbook is the single authoritative reference for the management and oversight of NOAA’s government travel card program.  It outlines the policies and procedures governing the issuance and use of the government travel cards for all NOAA employees.  Likewise, it summarizes the roles and responsibilities of the program participants.

The Office of Management and Budget (OMB) Circular A-123, Appendix B date January 15, 2009 (https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/circulars/A123/a123_appendix_b.pdf ), establishes standard requirements and practices for improving the management of the travel card program that are incorporated within this handbook.  It also prescribes policies and procedures regarding internal controls that reduce the risk of fraud, waste, and abuse in the government travel card program.  OMB Memorandum m-13-21 – September 6, 2013 (https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-21.pdf ) establishes safeguards and internal controls for the government travel card program and requires increasing oversight by the Department of Commerce (DOC) Office of Inspector General (OIG) to conduct risk assessments and audits to identify fraud and improper use of government travel cards.

Key Accountable Program Participants
This section provides guidance on the roles and accountability of key personnel involved with the administration of the NOAA Travel Card Program. 

Agency Program Coordinator (APC) 
APCs are primarily responsible for oversight and management of their respective travel card program.  The APC will serve as a liaison between the cardholder, Citibank (Citimanger), internal management, Travel Card Monitors (TCM), and other program participants.  NOAA currently has two primary APCs who oversee all NOAA travel cardholder accounts: 

· Chasity Grimm: Chasity.N.Grimm@noaa.gov;

· Rachael Wivell: Rachasel.S.Wivell@noaa.gov. 
Travel Card Monitors (TCMs)  
Line/Staff Offices must designate TCMs to assist the NOAA APCs in the management of their respective travel card program.  TCMs are primarily responsible for ensuring that cardholders are assigned to the correct office/organization (hierarchy) and that cardholders are not misusing their travel card.  TCMs are encouraged to notify cardholders who are 45 days more or delinquent to hopefully reduce the number of cardholders who show up on the 61 day delinquency report which is run by the NOAA APC monthly.
CHAPTER 1 - KEY ACCOUNTABLE PROGRAM PARTICIPANTS

Cardholder’s Supervisor  
A Cardholder’s supervisor (referred to as ‘supervisor’ herein) is responsible for notifying the employee of any questionable or inappropriate charges.  The supervisor is also involved in all delinquency cases and is required to ensure that the cardholder provides an explanation for the delinquency and a payment date.  Supervisors are required to maintain a record of all notifications/explanations to and from the employee, which must be sent to the NOAA APC and TCM for back up documentation and reporting purposes for up to five years.  
In addition, supervisors are required to work with their servicing Office of Human Capital Services (OHCS) to determine appropriate disciplinary action to be taken for misuse and reoccurring delinquency cases.  DAO 202-751, Discipline (http://osec.doc.gov/opog/dmp/daos/dao202_751.html), contains guidance on selecting a penalty appropriate to the offense.  Disciplinary action that may be taken ranges from written reprimand, suspension, or removal from Government service.  Once misuse is confirmed, the NOAA APC will immediately close the cardholder’s account to prevent any future charges and the employee will be required to travel on personal funds for all future travel.  In addition, it is within the discretion of the APC to cancel a card if action is not taken by the cardholder’s supervisor for blatant misuse and/or delinquency cases and the case will be reported to the OIG for further action.

Office of Human Capital Services (OHCS), Employee and Labor Relations  
OHCS’s role is to work with the cardholder’s supervisor to determine the appropriate disciplinary action to address travel card misuse, delinquency and/or refusal to pay a travel card bill.    
Office of Inspector General (OIG) 
Supervisors, along with assistance of OHCS, are required to report all misuse or fraudulent cases to the OIG who will in turn recommend administrative sanctions and/or criminal investigation and prosecution, as appropriate. 

CHAPTER 2 - TRAVEL CARD APPLICATION

Employees who are ordered to perform official government travel are required to use the government travel card.  The cardholder is responsible for complying with all travel card regulations, policies, and guidance contained in this handbook, internal guidance, Citibank Cardholder Agreement https://www.corporateservices.noaa.gov/finance/documents/CITI.CardholderAgreement.pdf and applicable authorities.  Cardholders are only authorized to use the travel card for official travel related expenses and are never authorized to use the card for personal expenses or for local travel.  

Travel Card Application
Employees who require a travel card are required to:

· Take GSA’s travel cardholder training (https://training.smartpay.gsa.gov/gsa-smartpay-travel-training-account-holders-aos) per OMB, Circular A-123, and e-mail their travel card training certificate of completion to the NOAA APC.  Note: travel card training must be recertified every three years;
· Complete and sign the Statement of Understanding (SOU) (http://www.osec.doc.gov/ofm/OAP/TMD/Travel%20Card%20Handbook%20Documents/IBA%20SOU%20JANUARY%202015%20Template%20New.pdf) and have their supervisor sign as well.  Once completed and signed by both parties, the SOU must be e-mailed to the NOAA APC; 

· Complete Citibank’s on-line application (https://www.corporateservices.noaa.gov/finance/CITI.html) ONLY AFTER both the travel card training certificate and SOU are completed/signed.  

Credit Worthiness 

Citibank will perform a credit worthiness check http://www.corporateservices.noaa.gov/finance/docs/Citibank.Creditworthiness%20FAQ%20Sheet.pdf on all travel card applicants, per OMB Circular A-123, Appendix B, in order to mitigate the risk of fraud, misuse, and abuse of the government travel card program.  The credit checks performed are considered a ‘soft hit’ to the cardholder’s credit, which means it, will not count as an actual hit against their credit.  Credit scores will be kept confidential by Citibank and are never provided to the NOAA APC.  Depending on the credit score, Citibank will issue the cardholder either a standard card with a $5000 credit limit or a restricted card with a $2500 credit limit. 

CHAPTER 3 - TRAVEL CARD/ATM USAGE

Travel Card Usage

The travel card is an account issued to an employee to pay for his or her official travel-related expenses when performing official temporary duty (TDY) travel away from their official duty station (ODS).  The cardholder is liable for all charges placed on their card and must be paid in full on or before the ‘payment due date’ shown on the travel card statement, regardless of whether they have been reimbursed by NOAA or not.  The travel card will not be used to pay for personal expenses/vacation travel or expenses in and around the cardholder’s ODS except to withdraw cash no more than three days prior to official travel or to pay for expenses at the airport.  

Automated Teller Machine (ATM) – Cash Withdrawals
Travel card ATM cash advance limits are set, by default, at 20% of the cardholder’s credit limit.  This cash advance limit will not be increased without an approved travel authorization (TA) documenting the need for additional cash beyond the normal limit.  Cardholders are authorized to withdraw cash to pay for expenses that cannot be charged to the card.  Withdrawals should never be made more than three days prior to travel and must never be made prior to obtaining an approved TA.  Withdrawals for purposes other than official travel are considered misuse and are strictly prohibited.

ATM Fees 
Citibank charges a 2.75% transaction fee for each ATM withdrawal.  In addition, another service fee may be assessed by the ATM owner.  These fees are reimbursable and may be claimed on a travel voucher as a miscellaneous expense.  

CHAPTER 4 – TRAVEL CARD PAYMENT/DELINQUENCY/MISUSE

Cardholders are required to pay their travel card account in full on or before the ‘payment due date’ shown on the travel card statement, regardless of whether they have been reimbursed by NOAA or not.  Employees are required to submit travel vouchers to their servicing finance office within five working days after the completion of temporary duty travel (TDY) and most aspects of relocation travel, or every 30 days if on extended TDY or in temporary quarters under a relocation.  Timely voucher submission is critical since employees are personally responsible for paying their travel card bills even if they have not been reimbursed by NOAA.

Delinquency
A travel card account is considered past due when payment on undisputed transactions has not been received 31 calendar days past the billing date on the statement in which the charge(s) appeared.  A cardholder’s account will be suspended from charging privileges when payment is not received within 61 calendar days from the billing date.  Please review the Delinquency Timeline (https://www.corporateservices.noaa.gov/finance/documents/CITI.DelinquencyTimeline_000.doc) to understand how delinquencies progress.  APC are required to monitor all monthly suspension and cancellation reports, and to notify the employee, employee’s supervisor, employee’s TCM, and Chief Financial Officer (CFO) whenever an account is 61 days or more delinquent.  Suspended accounts are considered in direct violation of standards of conduct per DAO 202-751, Discipline (http://osec.doc.gov/opog/dmp/daos/dao202_751.html).  
Cancellation
Citibank will cancel a travel card account when payment is not received within 121 calendar days from the billing date on the statement.  Citibank will also cancel an account when it goes into suspension two times during a 12-month period and becomes past due again or when payment checks are returned for non-sufficient funds (NSF) two or more times in a 12-month period. Citibank may report cancelled accounts to a national credit bureau such as Equifax, Experian, or TransUnion.  

Salary Offset
In accordance with OMB Circular A-123, Appendix B, Chapter 4, Risk Management, paragraph 4.4.2, and upon written request from Citibank, NOAA is obligated to collect from the employee’s disposable pay any undisputed delinquent amount that is owed to Citibank.  

CHAPTER 4 – TRAVEL CARD PAYMENT/DELINQUENCY/MISUSE

Misuse (Zero Tolerance Policy)
The Department and NOAA has a ‘zero tolerance policy’ on misuse.  The underlying objective of the ‘Zero Tolerance Policy’ is to eliminate misuse and abuse in the travel card program so that it does not become necessary to impose disciplinary procedures on any employee.  The Department requires heads of bureaus and operating units to ensure that travel cards are used appropriately and only for official travel related expenses.  Travel cards will be canceled by the NOAA APC in cases of confirmed misuse and cardholders may be subject to administrative or disciplinary action.  The cardholder’s supervisor is required to report the misuse case to their servicing OHCS for further action.  
The cardholder will be required to pay the card off immediately.  In addition, all misuse cases will be reported to the OIG for further action.  Misuse can include, but is not limited to:

· Cash withdrawals from an ATM during non-travel periods;
· Cash withdrawals more than three days prior to official travel;
· Personal expenses (e.g., electronics, flowers, and jewelry);
· Transportation services made directly with on-line booking engines (e.g., Expedia, Orbitz, and Travelocity);
· Expenses related to leave and/or expenses purely personal in nature) while on official TDY travel;
· Using the card in and around an employee’s ODS; and
· Non-payment of undisputed charges in a timely manner.

APCs have direct oversight responsibilities for the management and execution of the travel card program in accordance with Federal, Departmental and NOAA established policies and procedures. The APC serves as a liaison between the cardholder, Citibank, internal management, TCM, and other program participants.  
CHAPTER 5 – APC ROLES AND RESPONSIBILITIES

Knowledge & Requirements 
APCs must ensure that the performance standards and job elements required to perform the duties of an APC are clearly outlined in their performance plan.  In addition, APCs must:
· Complete APC Travel Card Training (https://training.smartpay.gsa.gov/gsa-smartpay-travel-training-program-coordinators-aopcs-0) and submit the training certificate to the lead APC.  The on-line training provides the rules and regulations employees must follow when using the Government travel card for official TDY travel. 

· Review and have knowledge of the following:

· NOAA Travel Card Handbook;
· Federal Travel Regulation (FTR) Chapter 301-51 (paying for official travel expenses) and FTR, Chapter 301-52 (filing a travel voucher claim timely) http://www.gsa.gov/portal/content/104790; 

· Department of Commerce Travel Card Handbook (http://www.osec.doc.gov/ofm/OAP/TMD/Documents/DOC_Travel_Policy-October_2016.pdf);

· NOAA Travel Regulation, (https://www.corporateservices.noaa.gov/finance/TR.NOAAreg.html); 
· Department Administrative Order (DAO) 202-751 (http://osec.doc.gov/opog/dmp/daos/dao202_751.html) ; 
· APC Desk Procedures (sent when appointed to APC position); 
· Cardholder Agreement (https://www.corporateservices.noaa.gov/finance/documents/CITI.CardholderAgreement.pdf); and

· NOAA’s Citibank travel card website (https://www.corporateservices.noaa.gov/finance/CITI.html) for rules and regulations of the Citibank travel card.
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System/Reporting Access 
APCs must retain travel card reports and backup documentation, i.e., cardholder/supervisor e-mail notifications, for five years.  All reports must be electronically signed.  This is critical since the current reports do not have date/time stamps.  This means that ink signatures are no longer acceptable.  APCs must have access to the following:

· OHCS Employee Transfer Report;

· OHCS Employee Separation Report; 

· OHCS Current Employee Listing;
· Citibank CitiManager System (https://home.cards.citidirect.com/CommercialCard/ux/index.html#/login);
· Kiteworks (https://sfc.doc.gov/); and
· The E-2 travel system
(https://e2.gov.cwtsatotravel.com/ThinkCAP/e2/login?execution=e1s1).
Delinquency Responsibilities 
APCs are required to subscribe to the ‘ZZ NOAA Delinquency Report’ which is set up to provide data based on the DOC cycle date which is always the third of each month.  APCs are required to download and review the report on the 4th of each month.  If the 4th falls on a weekend or Federal holiday, the report must be run the next business day.  It is essential that APCs run this report on the same day in order to capture and report on the same data.  APCs must:

· Notify cardholders who are 61 days or more delinquent via e-mail notification with a cc to the employee’s supervisor, TCM, and Line/Staff Office CFO (See Exhibit 3);
Ensure cardholders provide responses for delinquencies within two business days.  APCs will include the lead APC when cardholders fail to respond;
· Ensure cardholders have paid their bill upon notification of their delinquency;

· Close cardholder accounts when they refuse to pay their bill to ensure that no future charges are charged to the account;
· Track and annotate payment/responses on the delinquency report;
· Electronically sign off on all delinquency reports in the top right hand corner of the report;
· Retain electronically signed Delinquency Reports and supporting documentation, i.e., cardholder/supervisor e-mail notifications, for five years; and

· Include copies of all delinquency e-mail notices/reports in cardholder files.
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Travel Card Application Duties 
APCs are required to check CitiManager every day in order to process travel card applications timely.  APCs must:
· Process travel card applications daily;
· Verify through the current HR report that each travel card applicant is a NOAA employee before processing their application.  Only employees who are listed on the current payroll listing can be issued a travel card.  Non-government travelers or employees from other government agencies on detail to NOAA are not eligible for NOAA’s government travel card.  Employees from other government agencies on detail to NOAA are required to apply for a travel card within their respective agencies;

· Ensure completion of initial GSA-required travel card training before processing the travel card application.  APCs must physically receive the certificate of completion before processing the application;

· Ensure completion of the SOU before processing the travel card application.  APCs must physically receive the completed and signed SOU before processing the application;

· Maintain the ‘NOAA Travel Card Application Listing” via google doc.  Add new cardholders to the ‘Pending Application’ tab and once a cardholder appears in CitiManager, move them to the ‘Completed Application’ tab;
· Perform the following cardholder maintenance once a new cardholder appears in CitiManager:

· Ensure cardholder is under the correct hierarchy; Ensure they have a credit and cash limit:  Either $5k credit and $1k cash or $2500 credit and $500 cash;

· Ensure they have the following 3 standard MCCs: DOCTRVIBA, DOCIBAATM, and DOCCONF; and

· Record their GSA travel card training date under the Discretionary Code 1field in the following format: mm/dd/yyyy. 
· Reject travel card applications where a training certificate and/or SOU are not submitted within 48 hours of submitting the application. Employees are instructed to submit both the training certificate and the SOU prior to applying on-line; and
· Establish an electronic file for each new travel card applicant and retain their certificate of training, SOU, travel card application, and any other supporting documentation, including delinquency/misuse notes and e-mail notifications, as long as the account remains active.
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General Account Maintenance Duties 
APCs are required to perform the following general account updates as they occur.  Please refer to NOAA’s AOPC Desk Procedures’ for detailed instructions on APC duties:
· Fully train new APCs when they come on board;

· Maintain an electronic file for each travel cardholder which must be accessible to the back-up APC at all times;  

· Subscribe to the ‘ZZ NOAA Maintenance Report’ and ensure that all NOAA cardholders have the following in their CitiManager profile:

· Applicable hierarchy down to the Line/Staff Office level; 
· Applicable credit and cash limits – either $5k credit and $1k cash or $2500 credit and $500 cash;

· The following MCCs: DOCTRVIBA, DOCIBAATM, and DOCCONF; and
· The GSA travel card training date recorded under the Discretionary Code 1 field in the following format: mm/dd/yyyy.
· Assist cardholders with Merchant Category Codes (MCCs) lifts;

· Assist cardholders with credit limit increases, with an approved TA to support the increase;

· Update hierarchy information when requested to ensure cardholders are in their correct hierarchies;

· Create new hierarchies when new NOAA offices are created and ensure all cardholders are moved to their respective hierarchy;

· Process the current HR report every month by going through the ‘NOAA Travel Card Application Listing’ and make sure cardholder who did not appear in the prior HR listing are in the current one;

· Process separation report every month by destroying the cardholder file and closing the account in CitiManager.  Closed account must be moved to the electronic paperport folder entitled ‘Cancellations (Regular)’;  

· Process the transfer report every month by moving cardholders to their correct hierarchy within CitiManager ; and
· Train and oversee back-up APCs and ensure that they have all the information/tools they need to fulfill duties.
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TCM Oversight 
APCs are responsible for ensuring that there are sufficient travel card monitors (TCMs) in each Line/Staff Office.  APCs are responsible for training the lead TCMs and must ensure that TCMs have all the information/tools they need to fulfill their duties.  APCs must: 

· Establish TCMs in each Line/Staff Office.  APCs must appoint at least one lead TCM who will assist the APC in ensuring that the TCMs under them are proactive in their duties.  Since an office cannot exceed 500 cardholders per TCM, more than one TCM may need to be appointed.  There will never be more than two TCMs per Financial Management Center (FMC);   

· Ensure that TCMs have taken the APC Travel Card Training (https://training.smartpay.gsa.gov/gsa-smartpay-travel-card-training-aopc#scontent) and ensure that they recertify every three years;
· Maintain a current Travel Card Monitor (TCM) Listing which must include up-to-date training dates at all times; 
· Establish non-cardholder accounts for TCMs in CitiManager;
· Train TCMs on the following reports they are required to subscribe to in CitiManager and ensure they are able to download and review them monthly:
· ZZ NOAA Cardholder Listing;

· ZZ NOAA Transaction Report; and

· ZZ NOAA 45 Day Delinquency Report.

· Train TCMs on how to detect misuse;
· Conduct, at a minimum, at least four random audits each fiscal year on the TCMs within their respective program to ensure that the aforementioned reports are being:
· Downloaded on the 4th of each month (or first available business day thereafter); and

· Reviewed/electronically signed on the fourth of each month (or first available business day thereafter).

TCMs will be required to submit a certified ‘ZZ NOAA Transaction Report’ report for audit dates selected by the APC.  Non-responses will be reported to the line office CFO/staff office director for further action.  APCs, at a minimum, must review reports from at least three organizations within their respective hierarchy and will be required to save the audits in a secure electronic file for five years.   
CHAPTER 5 – APC ROLES AND RESPONSIBILITIES
TCM Oversight 

· Monitor the ZZ NOAA Maintenance Report annually to identify which cardholders require travel card training recertification.  TCMs have the ultimate responsibility of notifying travel cardholders who need to recertify, collecting the hardcopy certificates, and sending the certificates to the NOAA APC in pdf format using the following naming convention:

· Last Name, First Name.TC.FY.  Example: Wivell, Rachael.TC.2019.
· Collect Quarterly Travel Card Reports from the Lead TCMs and submit a consolidated report to Department of Commerce who will submit the report to OMB.
· TCMs will use the following template to report all four quarters for the fiscal year: https://www.corporateservices.noaa.gov/finance/documents/CITI.Quarterly%20Travel%20Card%20Report%20for%20Monitors.8.20.xlsx 
· Lead TCMs will use the following template to report all four quarters for the fiscal year: 

https://www.corporateservices.noaa.gov/finance/documents/CITI.Quarterly%20Travel%20Card%20Report%20for%20Lead%20Monitor.8.20.xlsx 
· Quarterly Travel Card Reports are due to the Lead TCM on the following dates:
· January 15, 20XX – First Quarter (Oct, Nov, Dec); 

· April 15, 20XX – Second Quarter (Jan, Feb, March);

· July 15,  20XX – Third Quarter (April, May, June); and
· October 15, 20XX0 – Fourth Quarter (July, Aug, Sept).
· Consolidated Quarterly Travel Card Reports are due to the NOAA Travel Office (NTO) on the following dates:
· January 20, 20XX – First Quarter (Oct, Nov, Dec); 
· April 20, 20XX – Second Quarter (Jan, Feb, March);

· July 20 20XX – Third Quarter (April, May, June); and
· October 20, 20XX – Fourth Quarter (July, Aug, Sept).
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In addition to the TCM duties described below, lead TCMs will be required to appoint new TCMs when required and coordinate all data calls and re-certification projects to the NOAA APC.  The TCM is the first-line of defense to prevent charge card misuse and abuse.  Regular reviews must be conducted in order to ensure program compliance.  The information obtained from the reviews must be shared with the NOAA APC.  The results of these reviews must always be made available during audits or Departmental reviews.  
Knowledge & Requirements 
TCMs must ensure that the performance standards and job elements required to perform the duties of a TCM are clearly outlined in their performance plan.  In addition, TCMs must:

· Complete APC Travel Card Training (https://training.smartpay.gsa.gov/gsa-smartpay-travel-card-training-aopc#scontent) and submit their training certificate to the APC.  The on-line training provides the rules and regulations employees must follow when using the Government travel card for official TDY travel. 

· Review and have knowledge of the following:

· NOAA Travel Card Handbook; 

· Federal Travel Regulation (FTR) Chapter 301-51 (paying for official travel expenses) and FTR, Chapter 301-52 (filing a travel voucher claim timely) http://www.gsa.gov/portal/content/104790; 

· Department of Commerce Travel Card Handbook (http://www.osec.doc.gov/ofm/OAP/TMD/Documents/DOC_Travel_Policy-October_2016.pdf);

· NOAA Travel Regulation (https://www.corporateservices.noaa.gov/finance/TR.NOAAreg.html);

· Department Administrative Order (DAO) 202-751 (http://osec.doc.gov/opog/dmp/daos/dao202_751.html) ; 

· Cardholder Agreement (https://www.corporateservices.noaa.gov/finance/documents/CITI.CardholderAgreement.pdf); and

Please visit NOAA’s Citibank travel card website (https://www.corporateservices.noaa.gov/finance/CITI.html) for rules and regulations of the Citibank travel card.

CHAPTER 6 - TCM ROLES AND RESPONSIBILITIES

System/Reporting Access 
In order to perform TCM duties, TCMs must have access to the following;

· Citibank CitiManager System (https://home.cards.citidirect.com/CommercialCard/ux/index.html#/login);

· The E-2 travel system
(https://e2.gov.cwtsatotravel.com/ThinkCAP/e2/login?execution=e1s1); and

· Either a current staff listing or OHCS Employee Listing.
What Reports to Run:  TCMs are required to run the first two reports and the third report is optional:

· ZZ NOAA Cardholder Report;

· ZZ NOAA Transaction Detail Report; and

· 45 Day Delinquency Report (optional).
When to Run Reports: TCMs are required to subscribe to all reports in CitiManager to ensure that they run automatically on the DOC cycle date which is always the third of the month.  TCMs are required to download and review reports on the 4th of each month, unless the 4th falls on a weekend or Federal holiday.  If the 4th falls on a weekend or Federal holiday, the report must be run the next business day.  
When Reports do not Run Automatically: TCMs are still required to log into Citimanger even when their reports are not sent to them automatically via email.  In those cases, TCMs are required to log into CitiManger and manually download their monthly reports.  Please refer to Chapter 9 of this handbook ”How to Run Reports, Downloading Reports”.
How to Certify Reports:  TCMs must validate reports monthly by making any applicable annotations next to the cardholder’s name.  If no action is required, the TCM must annotate ‘No action required’ in the upper right hand corner of the first page of the report.  In addition, TCMs must electronically sign in the upper right hand corner of the first page of each report using their Common Access Card (CAC).    Once the report has been certified, it must be saved in a secure electronic file for five years.  
Record Retention:  TCMs must retain electronically signed travel card reports and backup documentation, i.e., cardholder/supervisor e-mail notifications, in a secure electronic format for five years.  These reports and backup documentation must always be available to backup TCMs as well as new TCMs taking over a TCM position.  In addition, these reports must always be available to APCs, Lead TCMs, A-123 Audit staff, and the OIG.
CHAPTER 6 - TCM ROLES AND RESPONSIBILITIES

Reviewing/Validating Reports Run From CitiManager
TCMs are required to download and review the following reports monthly:

· ‘ZZ NOAA Cardholder Report’ – This report provides account status, cardholder address, credit and cash limits, hierarchy information, as well as GSA travel card training dates.  TCMs are required to review this report to verify:
· Hierarchy Updates:  If a cardholder who works for another NOAA office appears on this report as an active account, the TCM will send the APC an email advising that they no longer work in that organization.  The APC will determine where to move the employee by looking them up in the current HR report.
· Name Changes:  Whenever a cardholder’s name is incorrect on this report as an active account, the cardholder must send the APC documentation that supports the name change.  The APC will send the information to Citibank to update. Citibank will reissue the cardholder a new card which will reflect the name change.  Name changes typically take seven business days.

· Separations:  If a cardholder who no longer works for NOAA appears on this report as an active account, the TCM will submit an e-mail to the APC so that the card can be closed.  

· Annual Travel Card Recertifications: TCMs are required to: 

· Run this report when the annual travel card recertification project begins to determine which cardholders need to recertify. Travel card training certificates are valid for 3 years;

· Notify cardholders via e-mail (see Exhibit 5) to recertify their travel card training by the due date established by either the lead TCM or the NOAA APC;
· Collect all travel card training certificates from the cardholders;

· Submit all travel card training certificates to the lead TCM who will submit the certificates to the NOAA APC. Travel card certificates must be:

· Submitted electronically and in a pdf format; and

· Assigned the following naming convention:

Last Name, First Name.TC.FY.  Example: Wivell, Rachael.TC.2019
NOTE:  Cards will be canceled for cardholders who do not comply.

CHAPTER 6 - TCM ROLES AND RESPONSIBILITIES

Reviewing/Validating Reports Run From CitiManager

· ‘ZZ NOAA Transaction Report’ –  This report lists all of the travel card transactions charged in the prior month.  TCMs are required to review this report to:

· Verify misuse:  TCMs must have access to E2 in order to validate whether or not expenses on this report are official or personal expenses.  Please review page 9 of this guide for the definition of misuse.  
· Report suspected misuse to the cardholder’s supervisor via Google e-mail notification (See Exhibit 2), and send the supervisor a copy of the report showing the transactions in question.
· Ensure that the cardholder’s supervisor takes appropriate action when misuse is confirmed and send them the email template they will need to send to their cardholder to validate misuse (See Exhibit 3).  Cardholder accounts where misuse is confirmed will be canceled immediately.  Confirmed misuse cases where the cardholder’s supervisor doesn’t take appropriate action will be referred to the APC who will refer the case to the OIG for further action;     
· Annotate the following next to the cardholder’s name in cases where misuse is suspected/confirmed:

· Date(s) cardholder’s supervisor/management were notified;

· Summary of whether or not misuse did or did or did not occur;

· Action(s) taken in cases of confirmed misuse; and

· Attach all notifications/documentation (email notifications, etc) to the           report for back-up support.    
· Annotate ‘no misuse’ next to cardholder’s name where no misuse is confirmed;

· Annotate ‘no misuse’ in the right upper corner of the first page of the report if no misuse is confirmed for the entire report.  
· ‘ZZ NOAA 45 Day Delinquency Report’ – TCMs are encouraged to run this report to notify cardholders who are 45 days more or delinquent to hopefully reduce the number of cardholders who show up on the 61 day delinquency report which is run by the NOAA APC monthly.  

CHAPTER 6 - TCM ROLES AND RESPONSIBILITIES
OMB Quarterly Travel Card Report

TCMs are required to submit a Quarterly Travel Card Report to their Lead TCM, who in turn, submits a consolidated Quarterly Travel Card Report to the NTO.  The Quarterly Travel Card Report is based on the TCMs monthly review of the Transaction Detail Report.

TCMs must submit the Quarterly Travel Card Report to their lead TCM using the following template:  https://www.corporateservices.noaa.gov/finance/documents/CITI.Quarterly%20Travel%20Card%20Report%20for%20Monitors.8.20.xlsx.  The template requires that you submit all four quarters of a fiscal year all on one report.  For example, once you submit the first quarter to your lead TCM, you will use the same report (first quarter) to submit the 2nd, 3rd, and 4th quarters so that all four quarters will end up on one consolidated report at the end of the fiscal year.  
Quarterly Travel Card Reports are due as follows.  TCMs are required to annotate these due dates on their google calendars to ensure that the report is submitted on time:

First Quarter represents review of the Transaction Detail Report for Oct, Nov, & Dec; 
Due date: January 15, 20XX. 
Second Quarter represents review of the Transaction Detail Report for Jan, Feb, March;
Due date: April 15, 20XX.

Third Quarter represents review of the Transaction Detail Report for April, May, June;
Due date: July 15 20XX.

Fourth Quarter represents review of the Transaction Detail Report for (July, Aug, Sept;
Due date: October 15, 20XX 
Lead TCMs are required to submit the consolidated Quarterly Travel Card Report to the NTO on the following dates.  Lead TCMs are required to annotate these due dates on their google calendars to ensure that the report is submitted on time:
· January 20, 20XX – First Quarter (Oct, Nov, Dec); 

· April 20, 20XX – Second Quarter (Jan, Feb, March);

· July 20 20XX – Third Quarter (April, May, June); and
· October 20, 20XX – Fourth Quarter (July, Aug, Sept).
CHAPTER 7 - OHCS RESPONSIBILITIES

OHCS’s role is to work with the cardholder’s supervisor to determine the appropriate disciplinary action to take against cardholders who either misuse their travel card, who are delinquent, or who refuse to pay their travel card bill.  OHCS will    
· Advise procedures and guidelines, outlining appropriate disciplinary action for travel card misuse/abuse and non-timely payment;

· Assist the APC with salary off-sets when the cardholder either refuses to pay their bill or departs NOAA with a travel card balance;

· Provide the employee with written notification of the type and amount of the claim, intention to collect the claim by deduction from the employee’s disposable pay, and explanation of the employee’s rights as a debtor;  

· Provide the employee with an opportunity to inspect and copy the records related to the claim; and 

· Provide the employee with an opportunity to make a written agreement with the Contractor to repay the delinquent amount. 

CHAPTER 8 – PERSONALLY IDENTIFIABLE INFORMATION (PII)
All program participants are required to safeguard cardholder’s personally identifiable information (PII).  The term “personally identifiable information” refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.  The following types of PII are considered sensitive when they are associated with an individual. 

· Place of birth

· Date of birth

· Mother’s maiden name

· Personal financial information

· Travel card account number, including the last 4 digits

· Passport numbers

Sensitive PII is also defined as PII which, when disclosed, could result in harm to the individual whose name or identity is linked to the information. For example, documentation related to cardholder’s misuse/delinquency is considered PII.  Program participants (APCs and TCMs) must follow the prescribed procedures for protecting electronic or paper PII and sensitive information when handling/transmitting travel card files, OHCS reports, CitiManager reports, and email notifications regarding cardholder account information.  Program participants must ensure that travel card files and reports are never left in public view and are stored in a secure file to protect cardholder PII.  

Per NOAA’s Chief Information Officer (OCIO) Broadcast on April 6, 2020, documentation containing PII may be transmitted via Google e-mail as long as the transmission is to another @noaa.gov email address.  Whenever documentation containing PII is submitted to a recipient outside of NOAA, KiteWorks (https://sfc.doc.gov/) must be used.  Please visit NOAA’s OCIO (https://www.csp.noaa.gov/) for more information on the safe handling of PII. 

CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER
Navigating to Reports

Step 1.  Log into Citi Commercial Cards and you will see the following screen:                                       
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Step 2.  Hover over the wrench on the left hand side of the screen and under Web Tools, select Reporting and you will see the following screen:[image: image2] [image: image3]
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CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER

Navigating to Reports

Step 3.  Click on the hyperlink and you will see the following screen:
[image: image5.png]Chat with us () Contactus  Help  Logout

citi

SHARED REPORTS | MY REPORTS | CREATE REPORT | MY SUBSCRIPTIONS | HISTORY LIST | PREFERENCES | USER ENTITLEMENTS

Welcome Rachael Wivell.

ok ConmercCord Rt Syt -GS > Sumnary
€ Q

© Last Post Date:5/21/2015 « Load Status: Complete

Shared Reports i

8 Globa Shared Reports B Government Standard Reports
B G54 SmartPay Conference Reports B Orgarizational Shared Folders
8 Program Dashboards @) ¥ Stenderd Reports
My Reports i
ﬂ Cardholder Lsting wiSSN
History List i

**Account Listing ith Herarchy

My Subscriptions i
You do not have any subsaiptons





Step 4.  Click on ‘Organizational Shared Files’, and then click on ‘Department of Commerce SP3 Shared Reports’.  You will see the following list of reports.  
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CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER
Downloading Reports

All of NOAA’s reports start with ‘ZZ’.  As a TCM, you will download the following two reports each month: 
· ZZ NOAA Transaction Report –This report lists all of the travel charges for the prior month; and 

· ZZ NOAA Cardholder Listing – This report lists all of the cardholders within your hierarchy.

You may also download the ZZ NOAA 45 Days Delinquent report if you want to notify cardholders that are close to hitting suspension (61 days past due).

To download a report:

Step 1.  Hover over the report and select ‘Export’.  Click ‘OK’ when you receive the following warning.
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Step 2.  When you see the following screen (and you may see it twice depending on the report you are running), click on ‘Export’ again.  In this case, Export is in the lower right side of the screen.  Sometimes it will be in the lower left side of the screen.  Sometimes you will need to click on ‘Export’ several times before you see the following screen: [image: image8.png]Cl’ﬁ Chat with us () Contactus  Help  Logout
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CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER

Downloading Reports

Step 3.  From here, you can select the format you wish to use and once you do, select Export again.  Excel is the best choice to select – especially for organizations with a high number of cardholders.  You may see the following screen which implies you will need to wait until:
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Step 4.  You will know your report downloaded successfully when you receive the following message.  Click OK and you have successfully retrieved your report.
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CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER

Subscribing to Reports
All TCMs are required to subscribe to both the ZZ NOAA Transaction Report as well as the ZZ NOAA Cardholder Listing Report.  When you subscribe to a report, you are asking the system to send you the report(s) each month so that you do not have to log into CitiManager and download it each time.  The other advantage is that by subscribing to the report(s), you are ensuring that you are working the reports at the appropriate time each month.
Step 1.  From ‘Department of Commerce SP3 Shared Reports’ (if you do not remember how to get there, look at Step 4 on Page 24), hover over the report and select ‘Subscriptions’.  When you do, you will see the following screen:
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Step 2.  In the bottom left corner, select ‘Add Subscription’ and you will see the following screen:
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CHAPTER 9 – HOW TO RUN REPORTS IN CITIMANAGER

Subscribing to Reports
Step 3.  Under ‘Schedule’, select Month Day 4 – Every 4th of the Month.  Under Delivery Format, select Excel.  You have the option of renaming the report in this section as well.  Once you are happy with your selections, hit OK and you will get the following message when you have subscribed to the report successfully:  
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Dual Entitlements (Purchase Card Approver & Travel Card Monitor) 
If you are both a purchase card approver and a travel card monitor and you merged the two ‘non-cardholder’ accounts (meaning you use one login for both platforms), you will receive both purchase and travel data in your reports.  Your only option is to ensure that you download the report(s) in excel so that you can sort the data and delete what you do not need.
CHAPTER 9 – HOW TO SAVE AND CERTIFY CITIMANAGER REPORTS 
How to save and certify CitiManager Reports

Once the ZZ NOAA Travel Cardholder Listing and the ZZ NOAA Transaction Detail Report has been reviewed, TCMs are required to save them to a secure folder.  In order to certify these reports with an electronic signature, TCMs will need to:

· Convert the reports from excel to adobe pdf:
· Select File;

· Select Print;

· Under Orientation, select Landscape;

· Under Scaling, select Fit all Columns; and

· Select Save as Adobe pdf.

· Name each file using a naming convention that contains the name of the report as well as the month and year for future audit purposes.  For example: TransDetailReport.Aug.2020.

· Certify the reports by applying an electronic signature using their CAC.  This is critical since the CitiManager reports do not contain a date/time stamp. 

· File the reports in a secure folder accessible to back up TCMs.
EXHIBIT 1 – SAMPLE DELINQUENCY NOTICE FROM APC TO CARDHOLDER
Subject Line of Email:  Citibank Government Travel Card Delinquency Response Required by (COB dd/mm/yyyy) 

Dear Mr.

Please be advised that as of (Date) your Government Citibank travel card account is 61 days past due in the amount of ($).

Please note that your charge privileges have been suspended and your account is in pre-cancellation status.  If Citibank does not receive payment for the 91-day amount past due by the 120th day, your account will be canceled and both your supervisor and CFO will be notified again.  If your account is canceled, you will be expected to travel on personal funds for any future official travel.  Canceled accounts will generally not be reinstated.  Delinquency beyond 120 days may be reported to outside credit reporting bureaus and may affect your personal credit rating.

If you have sent payment, please respond to this notice with the date of payment and amount.  You should contact Citibank to make sure your account is credited properly.  Please notify me via e-mail of any extenuating circumstances so that I can assist you with your account.

In order to respond to OMB reporting requirements, you must provide me with a brief explanation of what caused your travel card delinquency along with a payment plan within two business days from the date of this notification (Please reply to all, when responding).  This letter does not imply that there was an intentional act of misconduct, however delinquencies in payments are a form of misuse of the Government issued travel card. 

Managers are required to consult with their servicing Office of Human Capital Services (OHCS) if there is any indication of employee misconduct that warrants a formal disciplinary action.  Formal disciplinary actions are used at the discretion of the supervisor, however any findings of misuse (whether it be intentional or unintentional) are to be documented and the cardholder needs to be counseled or disciplined as deemed by the supervisor.  Informal documentation should be kept in the supervisor’s file in the event of repeat offenses.

 *Department Administrative Order (DAO) 202-751 lists corrective measures your supervisor can take for failing to pay a just financial obligation in a proper and timely manner.*  Below is a list of possible disciplinary measures for misuse of the travel card and/or failure to pay your outstanding Citibank balance.

THREE TYPES OF POSSIBLE DISCIPLINARY ACTIONS FOR TRAVEL CARD MISCONDUCT: 
Offense: Failure or excessive delay in carrying out orders of assignments (Failure/refusal to use card while traveling)

Penalty: First - Reprimand to 10-day suspension
Second - 5-day suspension to removal 
Third - 30-day suspension to removal

Offense: Failure to pay a just financial obligation in a proper and timely manner (Delinquency in paying outstanding balances - 61 days or more):

Penalty: First - Reprimand to removal
Second - 5-day suspension to removal 
Third - 30-day suspension to removal

Offense: Use of or allowing use of Government funds, property, personnel, or other resources for unauthorized purposes: (Misuse of Credit Card)

Penalty: First - 5-day suspension to removal
Second - 30-day suspension to removal 
Third - Removal

EXHIBIT 2 – SAMPLE MISUSE NOTICE FROM TCM TO CARDHOLDER’S SUPERVISOR 


MEMORANDUM FOR:
Cardholder’s Supervisor
FROM:


(TCM Name)
SUBJECT:

Possible Misuse of Government Travel Card

DATE:


(MM/DD/YYYY)
In a recent review of travel card accounts, it appears that (Employee’s Name) may have used his/her official travel card for unauthorized or personal use.  The Federal Travel Regulations mandates that the Government travel card be used for official travel expenses incurred while in an official temporary duty (TDY) status only, and cannot be used for personal travel.  

§301-51.6 May I use the Government contractor-issued travel charge card for purposes other than those associated with official travel? 

No, the Government contractor-issued travel charge card may be used only for official travel related expenses. 

§301-51.7 what are the consequences of using the Government contractor-issued travel charge card for non-official travel purposes? 

If you use the Government contractor-issued travel charge card for purposes other than official travel, your agency may take appropriate disciplinary action. 

Further, the DOC Travel Card Handbook requires managers and supervisors to counsel employees on the appropriate use of the travel card, to identify specific steps to ensure employees are in compliance with the Government contract with Citibank and to impose appropriate disciplinary action when employees misuse or abuse the travel card.  

Please review the cardholder’s statement (suspicious charges will be highlighted) and respond in writing within 3 business days of receipt of this memorandum verifying that the following actions have been completed:

Review the cardholder’s statement and verify if misuse occurred;

If misuse is confirmed, state if disciplinary action has been taken;

If misuse is confirmed, confirm that the cardholder has been counseled on the proper use of the travel card, as appropriate; and

Confirm when the bill will be paid; 

Please provide a follow-up memorandum back to me indicating how the matter has been resolved, addressing the four actions above.  If misuse has been confirmed, his/her account will be closed immediately and he/she will be required to travel on personal funds for all future official travel.

If you have any questions, please contact (TCM Name/E-Mail/Phone Number)
EXHIBIT 3 – SAMPLE MISUSE NOTICE FROM SUPERVISOR TO CARDHOLDER 
(Fill in highlighted areas and send to the employee along with their travel card statement(s)).  Please note that employees are required to submit a response within three business days.  However, if they are on official travel or in a leave status, time may be extended beyond the three business days.

Dear (Cardholder),

In a recent travel card review, our Travel Card Monitor (TCM) (TCM Name) noticed that your travel card was used (select either: ‘during non-travel status’ or ‘at your official duty station’).  In accordance with DOC Travel Card Program Handbook, Section 3, and DOC’s ‘Zero Tolerance Policy,’ misuse of the travel card will not be tolerated.  Therefore, your travel card has been temporarily suspended until further review.  You have three business days (unless the employee is on official travel or leave) to review the highlighted charges on your travel card statement(s) attached and provide an explanation for the charges.   

Please provide information to justify use of the card during the timeframe indicated above.  In the event no justification is provided by (date), your travel card will be cancelled and I will contact Office of Human Capital Services (OHCS) for further action.

If you have any questions or concerns, please feel free to contact me at (supervisor’s phone number).

(Supervisor’s signature)
EXHIBIT 4 – SAMPLE RECERTIFICATION E-MAIL NOTICE FROM LEAD TCM TO TCMS

Hello,

It’s that time of year again – the annual travel card recertifications.  This year will be a little different from years past in that we not only needs cardholders to recertify, in some cases, their certificate may be up to date, but our office does not have any record of it.

Therefore, the attached list represents the cardholders who we do not have GSA travel card certificates on file for.  Cardholders will need to: 

1) Log into the GSA travel card training site and retrieve their travel card training certificate: https://training.smartpay.gsa.gov/content/gsa-smartpay-travel-training-account-holders-aos 

2) If the certificate is dated 2018 or later, they will need to download the certificate into a pdf format and email it back to you;

3) If the certificate is dated 2017 or prior, they will need to retake the GSA travel card training course.  Once completed, they will need to download the 2019 certificate into a pdf format and email it back to you;

4) When emailing they email their certificate to you, they must use the following naming convention:

Last Name, First Name.TC.date

For example: Smith, John.TC.2019 – John Smith’s TC dated 2019

Please use the following canned email when notifying your cardholders.  This action must be completed by COB ……..

Cardholders who do not comply may have their card cancelled.  Cardholders who require assistance logging into the GSA site to retrieve their certificate will need to reach out to GSA for assistance as this site is not a NOAA site: https://training.smartpay.gsa.gov/help
EXHIBIT 5 – SAMPLE RECERTIFICATION E-MAIL NOTICE TO CARDHOLDERS FROM TCMS
Hello,

You have been identified as a Citibank travel cardholder.  Office of Management and Budget (OMB) Circular, A-123 requires cardholders to have a valid travel card training certificate on file.   Unfortunately, we do not have your travel card training certificate on file.  

ACTION:

1) Please log into the GSA travel card training site and retrieve your travel card training certificate: https://training.smartpay.gsa.gov/content/gsa-smartpay-travel-training-account-holders-aos 

2) If the certificate is dated 2018 or later, please download the certificate into a pdf format and email it back to me;

3) If the certificate is dated 2017 or prior, please take a few minutes and retake the GSA travel card training course.  Once completed, please download the 2019 certificate into a pdf format and email it back to me;

4) When emailing your certificate to me, please use the following naming convention:

Last Name, First Name.TC.date

For example: Smith, John.TC.2019 – John Smith’s TC dated 2019

Please complete this action by COB ……..Failure to do so may result in cancellation of your travel card.  If you have any issues logging into the GSA site to retrieve your certificate, you will need to reach out to GSA for assistance as this site is not a NOAA site: https://training.smartpay.gsa.gov/help
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