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The NOAA Government Travel Card Handbook is the single authoritative reference for the management and oversight of NOAA’s government travel card program.  It outlines the policies and procedures governing the issuance and use of the government travel cards for all NOAA employees.  Likewise, it summarizes the roles and responsibilities of the program participants.

The Office of Management and Budget (OMB) Circular A-123, Appendix B dated January 15, 2009, establishes standard requirements and practices for improving the management of the travel card program that are incorporated within this handbook.  It also prescribes policies and procedures regarding internal controls that reduce the risk of fraud, waste, and abuse in the government travel card program.  OMB Memorandum M-13-21 – September 6, 2013 –establishes safeguards and internal controls for the government travel card program and requires increasing oversight by the Department of Commerce (DOC) Office of Inspector General (OIG) to conduct risk assessments and audits to identify fraud and improper use of government travel cards.

Key Accountable Program Participants

This section provides guidance on the roles and accountability of key personnel involved with the administration of the NOAA Travel Card Program. 

Agency Program Coordinator (APC)  
APCs are primarily responsible for oversight and management of their respective travel card program.  The APC will serve as a liaison between the cardholder, J.P. Morgan Chase (JPMC), internal management, Travel Card Monitors (TCM), and other program participants.  NOAA currently has three primary APCs who:                           
· Oversee the National Weather Service (NWS) travel card program;                
· Oversee the National Marine Fisheries Service (NMFS) travel card program; and 
· Oversee all other Line/Staff Office travel card programs (Lead APC).                              
Travel Card Monitors (TCMs)  
Line/Staff Offices must designate TCMs to assist their servicing APC in the management of their respective travel card program.  TCMs are primarily responsible for ensuring that cardholders are assigned to the correct office/organization (hierarchy) and that cardholders are not misusing their travel card.  TCMs are encouraged to notify cardholders who are 45 days more or delinquent to hopefully reduce the number of cardholders who show up on the 61 day delinquency report which is run by the servicing APC monthly.
Cardholder’s Supervisor  
A Cardholder’s supervisor (referred to as ‘supervisor’ herein) is responsible for notifying the employee of any questionable or inappropriate charges.  The supervisor is also involved in all delinquency cases and is required to ensure that the cardholder provides an explanation for the delinquency and a payment date.  Supervisors are required to maintain a record of all notifications/explanations to and from the employee, which must be sent to the servicing APC and TCM for back up documentation and reporting purposes for up to five years.  In addition, supervisors are required to work with their servicing Workforce Management Office (WFMO) to determine appropriate disciplinary action to be taken for misuse and reoccurring delinquency cases.  DAO 202-751, Discipline, contains guidance on selecting a penalty appropriate to the offense.  Disciplinary action that may be taken ranges from written reprimand, suspension, or removal from Government service.  Once misuse is confirmed, the servicing APC will immediately close the cardholder’s account to prevent any future charges and the employee will be required to travel on personal funds for all future travel.  In addition, it is within the discretion of the APC to cancel a card if action is not taken by the cardholder’s supervisor for blatant misuse and/or delinquency cases and the case will be reported to the OIG for further action.
Workforce Management Office (WFMO), Employee and Labor Relations  
WFMO’s role is to work with the cardholder’s supervisor to determine the appropriate disciplinary action to address travel card misuse, delinquency and/or refusal to pay a travel card bill.    
Office of Inspector General (OIG) 
Supervisors, along with assistance of WFMO, are required to report all misuse or fraudulent cases to the OIG who will in turn recommend administrative sanctions and/or criminal investigation and prosecution, as appropriate. 

Employees who are ordered to perform official government travel are required to use the government travel card, regardless of how often they will perform travel.  The cardholder is responsible for complying with all travel card regulations, policies, and guidance contained in this handbook, internal guidance, JPMC agreements and applicable authorities.  Cardholders are only authorized to use the travel card for official travel related expenses and are never authorized to use the card for personal expenses or for local travel.  

Travel Card Application
Employees will process an on-line travel card application if they have at least two weeks before they depart for travel or a paper-based rush travel card application if they have less than two weeks before they depart for travel.  
Credit Worthiness 

JPMC will perform a credit worthiness check on all travel card applicants, per OMB Circular A-123, Appendix B, in order to mitigate the risk of fraud, misuse, and abuse of the government travel card program.  The credit checks performed are considered a ‘soft hit’ to the cardholder’s credit, which means it, will not count as an actual hit against their credit.  Credit scores will be kept confidential by JPMC and are never provided to the servicing APC.  Depending on the credit score, JPMC will issue the cardholder either a standard card with a $5000 credit limit or a restricted card with a $2500 credit limit. 

Travel Card Training

All cardholders are required to undergo GSA’s cardholder training as part of the application process, per OMB, Circular A-123, and Appendix B.  In addition, cardholders are required to recertify their travel card training every three years.

The travel card is an account issued to an employee to pay for his or her official travel-related expenses when performing official temporary duty (TDY) travel away from their official duty station (ODS).  The cardholder is liable for all charges placed on their card and must be paid in full on or before the ‘payment due date’ shown on the travel card statement, regardless of whether they have been reimbursed by NOAA or not.  The travel card will not be used to pay for personal expenses/vacation travel or expenses in and around the cardholder’s ODS except to withdraw cash no more than three days prior to official travel or to pay for.  
Automated Teller Machine (ATM) – Cash Withdrawals
Travel card ATM cash advance limits are set, by default, at 20% of the cardholder’s credit limit.  This cash advance limit will not be increased without an approved travel authorization (TA) documenting the need for additional cash beyond the normal limit.  Cardholders are authorized to withdraw cash to pay for expenses that cannot be charged to the card.  Withdrawals should never be made more than three days prior to travel and must never be made prior to obtaining an approved TA.  Withdrawals for purposes other than official travel are considered misuse and are strictly prohibited.

ATM Fees 
JPMC charges a 2.5% transaction fee for each ATM withdrawal.  In addition, another service fee may be assessed by the ATM owner.  These fees are reimbursable and may be claimed on a travel voucher as a miscellaneous expense.  

Cardholders are required to pay their travel card account in full on or before the ‘payment due date’ shown on the travel card statement, regardless of whether they have been reimbursed by NOAA or not.  Employees are required to submit travel vouchers to their servicing finance office within five working days after the completion of temporary duty travel (TDY) travel, or every 30 days if on extended TDY.  Timely voucher submission is critical since employees are personally responsible for paying their travel card bills even if they have not been reimbursed by NOAA.

Delinquency
A travel card account is considered past due when payment on undisputed transactions has not been received 31 calendar days past the billing date on the statement in which the charge(s) appeared.  A cardholder’s account will be suspended from charging privileges when payment is not received within 61 calendar days from the billing date.  Please review the Delinquency Timeline to understand how delinquencies progress.  APC are required to monitor all monthly suspension and cancellation reports, and to notify the employee, employee’s supervisor, employee’s TCM, and Chief Financial Officer (CFO) whenever an account is 61 days or more delinquent.  Suspended accounts are considered in direct violation of standards of conduct per DAO 202-751, Discipline.  
Cancellation
JPMC will cancel a travel card account when payment is not received within 121 calendar days from the billing date on the statement.  JPMC will also cancel an account when it goes into suspension two times during a 12-month period and becomes past due again or when payment checks are returned for non-sufficient funds (NSF) two or more times in a 12-month period. 

JPMC may report cancelled accounts to a national credit bureau such as Equifax, Experian, or TransUnion.  

Salary Offset
In accordance with OMB Circular A-123, Appendix B, Chapter 4, Risk Management, paragraph 4.4.2, and upon written request from JPMC, NOAA is obligated to collect from the employee’s disposable pay any undisputed delinquent amount that is owed to JPMC.  

At 121 days past due (and for cases where an employee departs NOAA with a travel card balance), the lead APC must contact the Department who will in turn notify JPMC to initiate a salary offset package.  Once the lead APC receives the offset package from DOC, they will send the package to the servicing APC who will send the package to NOAA’s WFMO to begin the offset process.  WFMO is responsible for ensuring that the National Finance Center (NFC) makes the appropriate deductions from the cardholder’s salary in accordance with FTR, Chapters 301-54.100 and 301-76.100. 

Misuse (Zero Tolerance Policy)
The Department has a ‘zero tolerance policy’ on misuse.  The underlying objective of the ‘Zero Tolerance Policy’ is to eliminate misuse and abuse in the travel card program so that it does not become necessary to impose disciplinary procedures on any employee.  The Department requires heads of bureaus and operating units to ensure that travel cards are used appropriately and only for official travel related expenses.  Travel cards will be canceled by the servicing APC in cases of confirmed misuse and cardholders may be subject to administrative or disciplinary action.  The cardholder’s supervisor is required to report the misuse case to their servicing WFMO for further action.  The cardholder will be required to pay the card off immediately.  In addition, all misuse cases will be reported to the OIG for further action.  Misuse can include, but is not limited to:

· Cash withdrawals from an ATM during non-travel periods;

· Cash withdrawals more than three days prior to official travel;
· Personal expenses (e.g., electronics, flowers, and jewelry);

· Transportation services made directly with on-line booking engines (e.g., Expedia, Orbitz, and Travelocity); 

· Expenses related to leave and/or expenses purely personal in nature) while on official TDY travel;
· Using the card in and around an employee’s ODS; and
· Non-payment of undisputed charges in a timely manner.

APCs have direct oversight responsibilities for the management and execution of the travel card program in accordance with Federal, Departmental and NOAA established policies and procedures. The APC serves as a liaison between the cardholder, JPMC, internal management, TCM, and other program participants.  Line Office APCs are required to train any new APCs coming into the program.  
Knowledge & Requirements 
APCs must ensure that the performance standards and job elements required to perform the duties of an APC are clearly outlined in their performance plan.  In addition, APCs must:
· Complete APC Travel Card Training and submit the training certificate to the lead APC.  The on-line training provides the rules and regulations employees must follow when using the Government travel card for official TDY travel. 
· Review and have knowledge of the following:

· NOAA Travel Card Handbook;
· Federal Travel Regulation (FTR) Chapter 301-51 (paying for official travel expenses);
· FTR, Chapter 301-52 (filing a travel voucher claim timely); 

· Department of Commerce Travel Card Handbook;

· NOAA Travel Regulation, Chapter 301-51;

· Department Administrative Order (DAO) 202-751; 
· APC Desk Procedures (sent when appointed to APC position); 
· Cardholder Agreement; and

· NOAA’s JPMC travel card website for rules and regulations of the JPMC travel card.

System/Reporting Access 
APCs must retain travel card reports and backup documentation, i.e., cardholder/supervisor e-mail notifications, for five years.  APCs must have access to the following:

· WFMO Employee Transfer Report;
· WFMO Employee Separation Report; 

· WFMO Current Employee Listing;
· JPMC PaymentNet System;
· JPMC Account Center;
· Accellion; and
· Either the Management Analysis and Reporting System (MARS) or the Integrated Travel Manager (ITM).
Delinquency Responsibilities 
APCs are required to schedule the ‘Delinquencies with Current Balance’ report to run on the DOC cycle date which is always the third of each month and download and review the report on the 4th of each month.  If the 4th falls on a weekend or Federal holiday, the report must be run the next business day.  It is essential that APCs run this report on the same day in order to capture and report on the same data.  APCs must:

· Notify cardholders who are 61 days or more delinquent via e-mail notification with a cc to the employee’s supervisor, TCM, and Line/Staff Office CFO (See Exhibit 3);
· Ensure cardholders provide responses for delinquencies within three business days.  APCs will include the lead APC when cardholders fail to respond;
· Ensure cardholders have paid their bill upon notification of their delinquency;

· Notify the Lead APC when a cardholder refuses to pay their bill in order to initiate salary off-set;

· Close cardholder accounts when they refuse to pay their bill to ensure that no future charges are charged to the account;

· Track and annotate payment/responses on the delinquency report.  Both electronic and ink annotations/signatures are acceptable.  
· Retain Delinquency Reports and supporting documentation, i.e., cardholder/supervisor   e-mail notifications, for five years; and
· Include copies of all delinquency e-mail notices/reports in cardholder files.
Travel Card Application Duties 
APCs are required to check Account Center every day in order to process travel card applications timely.  APCs must:
· Process travel card applications each day in Account Center;
· Verify through the ‘Current Employee Listing’ that each travel card applicant is a NOAA employee before processing their application.  Only employees who are listed on the current payroll listing can be issued a travel card.  Non-government travelers or employees from other government agencies on detail to NOAA are not eligible for NOAA’s government travel card.  Employees from other government agencies on detail to NOAA are required to apply for a travel card within their respective agencies;

· Ensure completion of initial GSA-required travel card training before processing the travel card application.  APCs must physically receive the certificate of completion before processing the application;
· Maintain a log of new travel card applicants JPMC Tracking Sheet;
· Reject travel card applications where a training certificate is not submitted within 48 hours of submitting the application. Employees are instructed to submit both the application and training certificate at the same time;  



· Update cardholder’s account information by recording their training date and establishing their USERIDs and password in PaymentNet.  APCs are required to update all new accounts immediately after they appear in PaymentNet;  

· Send the cardholder an email notification once they appear in PaymentNet advising them when the card will arrive along with their login information for PaymentNet (See Exhibits 6 & 7); and
· Establish either a hard copy or electronic file for each new travel card applicant and retain their certificate of training, travel card application, and any other supporting documentation, including delinquency/misuse notes and e-mail notifications, as long as the account remains active.
General Account Maintenance Duties 
APCs are required to perform the following general account updates as they occur.  Please refer to NOAA’s AOPC Desk Procedures’ for detailed instructions on APC duties:
· Fully train new APCs when they come on board;

· Maintain either an electronic or hardcopy file for each travel cardholder which must be accessible to the back-up APC at all times;  

· Assist cardholders with Merchant Category Codes (MCCs) lifts;

· Assist cardholders with credit limit increases, with an approved TA to support the increase;

· Update hierarchy information when requested to ensure cardholders are in their correct hierarchies;

· Create new hierarchies when new NOAA offices are created and ensure all cardholders are moved to their respective hierarchy;
· Process separation report every month by destroying the cardholder file and closing the account in PaymentNet.  If the files are paper-based, the file must be shredded and if the file is electronic, it must be deleted completely from the computer.  However, you must retain all closed cardholder files where misuse/delinquency was confirmed for five years.  Closed files for all other cardholders can be destroyed immediately upon separation;  
· Process the transfer report every month by moving cardholders to their correct hierarchy within PaymentNet and sending the cardholder’s file to the servicing APC; and
· Train and oversee back-up APCs and ensure that they have all the information/tools they need to fulfill duties.
TCM Oversight 
APCs are responsible for appointing/managing the TCMs within their respective program.  APCs are responsible for training TCMs and must ensure that TCMs have all the information/tools they need to fulfill their duties.  APCs must: 

· Establish TCMs within their respective Line/Staff Office.  APCs must appoint at least one lead TCM who will assist the APC in ensuring that the TCMs under them are proactive in their duties.  Since an office cannot exceed 500 cardholders per TCM, more than one TCM may need to be appointed.  There will never be more than two TCMs per Financial Management Center (FMC);   

· Ensure that TCMs have taken the APC Travel Card Training and ensure that they recertify every three years;
· Maintain a current Travel Card Monitor (TCM) Listing which must include up-to-date training dates at all times; 
· Establish TCMs in PaymentNet by providing them their User ID/Password and provide correct system access;
· Train TCMs on how to use PaymentNet;
· Train TCMs on how to detect misuse;
· Conduct, at a minimum, at least four random audits each fiscal year on the TCMs within their respective program to ensure that ‘Transaction Detail’ reports are being:
· Downloaded on the 4th of each month; and

· Reviewed/validated on the fourth of each month.

TCMs will be required to submit a validated ‘Transaction Detail’ report via Accellion for the audit dates selected by their servicing APC (See Page 15, Bullet number 5 for more details).  Non-responses will be reported to the line office CFO/staff office director for further action.  APCs, at a minimum, must review reports from at least three organizations within their respective hierarchy and will be required to save the audits in a secure electronic file for five years.   
· Monitor PaymentNet reports to identify travel cardholders who require travel card training recertification.  APCs will send TCMs a report each year of their cardholders who need to recertify.  TCMs have the ultimate responsibility of notifying travel cardholders who need to recertify, collecting the hardcopy certificates, and tracking the training dates in an Excel spreadsheet which will be finalized and sent to the servicing APC when completed; 
· Collect Quarterly Travel Card Reports from respective TCMs and submit a consolidated report to NOAA’s Lead APC each quarter.  Consolidated Quarterly Travel Card Reports are due to the NOAA Travel Office (NTO) on the following dates.  The NTO will not send reminders so please update your calendar so that you receive automated e-mail reminders for these due dates:

· January 15, 2016 – First Quarter (Oct, Nov, Dec); 
· April 15, 2016 – Second Quarter (Jan, Feb, March);

· July 15, 2016 – Third Quarter (April, May, June);

· October 15, 2016 – Fourth Quarter (July, Aug, Sept)

· Work with TCMs to cancel travel card accounts that are inactive for one year or more.
In addition to the TCM duties prescribed below, lead TCMs will be required to appoint new TCMs when required and coordinate all data calls and re-certification projects to their servicing APC.  The TCM is the first-line of defense to prevent charge card misuse and abuse.  Regular reviews must be conducted in order to ensure program compliance.  The information obtained from the reviews must be shared with the servicing APC.  The results of these reviews must always be made available during audits or Departmental reviews.  
Knowledge & Requirements 
TCMs must ensure that the performance standards and job elements required to perform the duties of a TCM are clearly outlined in their performance plan.  In addition, TCMs must:

· Complete APC Travel Card Training and submit training certificate to the servicing APC.  The on-line training provides the rules and regulations employees must follow when using the Government travel card for official TDY travel. 

· Review and have knowledge of the following:

· NOAA Travel Card Handbook; 

· Federal Travel Regulation (FTR) Chapter 301-51 (paying for official travel expenses);

· FTR, Chapter 301-52 (filing a travel voucher claim timely); 

· Department of Commerce Travel Card Handbook;

· NOAA Travel Regulation, Chapter 301-51;

· Department Administrative Order (DAO) 202-751; 

· Cardholder Agreement; and

· NOAA’s JPMC travel card website for rules and regulations of the JPMC travel card.

System/Reporting Access 
TCMs must retain travel card reports and backup documentation, i.e., cardholder/supervisor      e-mail notifications, in a secure electronic format for five years.  These reports and backup documentation must always be available to backup TCMs as well as TCMs taking over a TCM position.  This requires monthly downloading from PaymentNet in order to comply with the back-up documentation;

· TCMs must have access to the following;

· JPMC PaymentNet System;

· Accellion; and
· Either MARS or ITM to validate whether or not an employee is in an official TDY status.

TCM Duties  
TCMs are encouraged to notify cardholders who are 45 days more or delinquent to hopefully reduce the number of cardholders who show up on the 61 day delinquency report which is run by the servicing APC monthly.  TCMs are required to schedule all reports to run automatically on the DOC cycle date which is always the third of the month and download and review reports on the 4th of each month.  If the 4th falls on a weekend or Federal holiday, the report must be run the next business day.  In addition, TCMs must:

· Ensure initial TCM training is completed prior to being appointed and that refresher training is conducted every three years;  

· Ensure all cardholders within their respective Line/Staff Office have re-certified their GSA required training every three years;

· Track and submit cardholder recertification documentation to the servicing APC each year;

· Run the ‘Cardholder Listing by Hierarchy’ report on the third of each month via PaymentNet, download, and review the report on the fourth to verify that cardholders are in their correct hierarchy (See Section 9).  TCMs must validate the ‘Cardholder Listing by Hierarchy’ each month by making an annotation next to any cardholder’s name that needs to be moved to another hierarchy.  If no action is required, the TCM must annotate ‘No action required’ in the upper right hand corner of the first page of the report.  In addition, TCMs must sign their name and include the date the report was reviewed in the upper right hand corner of the first page of the report.  Both electronic and ink annotations/signatures are acceptable.  Hierarchy updates must be sent to the servicing APC via e-mail.  Please only send the cardholder’s name and no other information, including PII in the e-mail notification.  The APC will figure out where the employee belongs and will move them to the correct hierarchy.  Once the ‘Cardholder Listing by Hierarchy Report’ has been validated, it must be saved in a secure electronic file for five years; 
· Run the ‘Transaction Detail’ report on the third of each month via PaymentNet, download, and review the report on the fourth for cardholder misuse (See Section 9).  TCMs must validate the ‘Transaction Detail Report’ each month by making an annotation next to any cardholder’s name where misuse is suspected and/or confirmed.  The annotation must include at a minimum, date(s), names of management who were notified, summary of whether or not misuse did or did not occur, and what action(s) were taken.  If no misuse is confirmed for the entire report, the TCM must annotate ‘No Misuse’ in the top right corner of the report.  In addition, TCMs must sign their name and include the date the report was reviewed in the upper right hand corner of the first page of the report.  Both electronic and ink annotations/signatures are acceptable.  Once the ‘Transaction Detail Report’ has been validated, it must be saved in a secure electronic file for five years;   
· Have access to either MARS or ITM in order to validate whether or not expenses on the ‘Transaction Detail’ report are official or personal expenses;  

TCMs must:
· Report suspected misuse to the cardholder’s supervisor via e-mail notification (See Exhibit 4), and send the supervisor a copy of the cardholder statements in question via Accellion.  In the case of potential misuse, send the supervisor the email template they will need to send to their cardholder to validate misuse (See Exhibit 5);
· Ensure that the cardholder’s supervisor takes appropriate action when misuse is confirmed.  Cardholder accounts where misuse is confirmed will be canceled immediately.  Confirmed misuse cases where the cardholder’s supervisor doesn’t take appropriate action will be referred to the servicing APC who will refer the case to the OIG for further action;
Conduct, (applies to lead TCMs only), at a minimum, at least four random audits each fiscal year on the TCMs within their respective program to ensure that ‘Transaction Detail’ reports are being:

· Downloaded on the 4th of each month; and

· Reviewed/validated on the fourth of each month.

TCMs will be required to submit a validated ‘Transaction Detail’ report via Accellion for the audit dates selected by the lead TCM.  Non-responses will be reported to the line office CFO/staff office director for further action.  Lead TCMs, at a minimum, must review reports from at least three organizations within their respective hierarchy and will be required to save the audits in a secure electronic file for five years.   

· Work with the servicing APC and lead TCM to cancel travel card accounts that are inactive for one year or more; and
· Coordinate and report all misuse cases on a quarterly basis by submitting the Quarterly Travel Card Report to either the lead TCM or servicing APC.
Quarterly Travel Card Reports are due to your lead TCM or APC on the following dates.  The NTO will not send reminders so please update your calendar so that you receive automated e-mail reminders for these due dates:
· January 13, 2016 – First Quarter (Oct, Nov, Dec); 

· April 13, 2016 – Second Quarter (Jan, Feb, March);

· July 13, 2016 – Third Quarter (April, May, June);

· October 13, 2016 – Fourth Quarter (July, Aug, Sept)

WFMO’s role is to work with the cardholder’s supervisor to determine the appropriate disciplinary action to take against cardholders who either misuse their travel card, who are delinquent, or who refuse to pay their travel card bill.  WFMO will    
· Advise procedures and guidelines, outlining appropriate disciplinary action for travel card misuse/abuse and non-timely payment;

· Assist the APC with salary off-sets when the cardholder either refuses to pay their bill or departs NOAA with a travel card balance;

· Provide the employee with written notification of the type and amount of the claim, intention to collect the claim by deduction from the employee’s disposable pay, and explanation of the employee’s rights as a debtor;  

· Provide the employee with an opportunity to inspect and copy the records related to the claim; and 

· Provide the employee with an opportunity to make a written agreement with the Contractor to repay the delinquent amount. 

All program participants are required to safeguard cardholder’s personally identifiable information (PII).  The term “personally identifiable information” refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc.  Please visit NOAA’s Chief Information Officer (CIO) for more information on the safe handling of PII. 
Sensitive PII is defined as PII which, when disclosed, could result in harm to the individual whose name or identity is linked to the information. For example, documentation related to cardholder’s misuse/delinquency is considered PII.   

Accellion must be used to transmit all PII information.  For the purpose of determining which PII may be electronically transmitted, the following types of PII are considered sensitive when they are associated with an individual. Accellion must be used when transmitting this data when associated with a cardholder:

· Place of birth

· Date of birth

· Mother’s maiden name

· Personal financial information

· Travel card account number, including the last 4 digits

· Passport numbers

Social Security Numbers (SSNs), including truncated SSNs that include only the last four digits, are sensitive regardless of whether they are associated with an individual. If it is determined that such transmission is required, Accellion must be used.

Program participants (APCs and TCMs) must follow the prescribed procedures for protecting electronic or paper PII and sensitive information when handling/transmitting travel card files, WFMO reports, PaymentNet reports, and email notifications regarding cardholder account information.  Program participants must ensure that travel card files and reports are never left in public view and are kept in a locked cabinet or secure office to protect cardholder PII.  
Logging Into PaymentNet

· Go to: https://gov1.paymentnet.com
· You will see the following login screen and will need to enter the following:
· Organization ID - USDOCSP 

· User ID – (Assigned by your servicing APC and is case sensitive)
· Pass Phrase – (Assigned by your servicing APC and is case sensitive)
Under the Pass Phrase field, check the box in front of “Remember my ID”. This will save your Organization ID and User ID. (You will not have to re-enter this information when you access PaymentNet again.)  It will not save your Pass Phrase. 
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Navigating Through PaymentNet

· Left Side of Menu Bar - lists the following modules you have access to: Transactions, Reports, Accounts, Payments, Administration and Help. 
· Right Side of Menu Bar – lists the following four Icons:

· Home – Returns the user to the Welcome Screen;
· Contact Information – Lists important contact information for your program;
· My Profile – Takes you directly to your PaymentNet profile;
· Logout – Allows you to securely end your PaymentNet session;
Please note: Your PaymentNet session will automatically “time out” after 15 minutes of inactivity.
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Enabling Automatic E-mail Notifications for Reports

You can receive e-mail notifications from JP Morgan Chase to let you know when a report that you ran in PaymentNet is ready for you to review. When you enable e-mail notifications and have already set-up your reports to run automatically, you will receive an e-mail notification that your report is ready to view.

· Log into PaymentNet and from the right side of the Menu Bar:
· Click on your “My Profile” Icon (figure of a man); and
· Under “Available Downloads”, check Reports; and

· Hit “Save” (top left hand corner of page). You now have enabled automatic e-mail notifications for your reports. [image: image3.png]M Sorry to bother you  x | P PandoraInternet {4 x J [l My Profile
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Viewing Individual Cardholder Accounts/Statements
Cardholder Account - In order to view an individual’s travel card account, you will need to:

· Click on ‘Accounts Manage’;

· Under the ‘New Query’ box, click on the arrow in the box that has ‘Look For’ and select ‘Last Name’;

· In the second box, type the cardholder’s last name and hit ‘Go’;

· Select the cardholder account you want to view.      

You will be able to view their name, address, status, hierarchy, credit limit, current balance and available credit. 

Cardholder Statement

· Hover over the ‘Navigate to’ button and select ‘Statement’;

· Under ‘Statement Date’, you will be able to view/download all statements from when they first started using their card.

How to Run the ‘Cardholder Listing by Hierarchy Report’
APCs and TCMs are required to schedule all reports to run automatically on the DOC Cycle date, which is always the third of the month.  When the automatic email notification is enabled, you will receive an email notification on the fourth of each month, which is when the report(s) must be downloaded and reviewed for delinquency and/or misuse.  You will:  
· Hover over ‘Reports’ and select ‘Create’.  
· Select the “Cardholder Listing by Hierarchy” report.

Notice that there are several pages of reports you can access.
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How to Run the ‘Cardholder Listing by Hierarchy Report’ continued

You will be in the ‘Report Detail’ screen and will want to 

· Rename your report under ‘Name’.  You will not be able to save the report if you do not rename it;

· Select what format you want to run the report.  Reports are best viewed in Excel, but can be viewed in PDF as well.  Note, by selecting Excel, you will be able to sort transactions so that you can delete personally identifiable information (PII) from reports.  Otherwise, you will have to encrypt the report before you send it to anyone.  

· Click ‘Save’ and then ‘Process Report’ at the top of your screen to run your report.  You are already set up at your correct hierarchy level, which means you will automatically have access to all cardholders within your hierarchy.   
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How to Run the ‘Cardholder Listing by Hierarchy Report’ continued

You will notice that under ‘Status’ it will show ‘Submitted’.  Your report may take either seconds or minutes to finish running. You may hit the ‘Refresh’ button to speed up the process.  When you see the status change from ‘Submitted’ to ‘Successful’, you will be able to download the report.  On the other hand, if you enabled email notification, you will be notified by e-mail when your report is ready to view/download.
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How to Run a ‘Transaction Detail’ Report

TCMs are required to schedule the ‘Transaction Detail’ report for the third of each month and review/download the report on the fourth of each month in order to verify if there was any misuse within their hierarchy.  TCMs will need to:

· Click on the ‘Report’, then ‘Create’ tab;
· Select the ‘Transaction Detail’ report.  You will have to scroll through several pages of reports to find the ‘Transaction Detail’ report;
· Rename your report under ‘Name’.  You will not be able to run the report without first renaming it;

· Select what format you want to run the report.  Reports are best viewed in Excel, but can be viewed in PDF as well.  Note, by selecting Excel, you will be able to sort transactions so that you can delete personally identifiable information (PII) from reports.  Otherwise, you will have to encrypt the report before you send it to anyone.    

· Under ‘Criteria’, click on the + sign; 

· Under ‘Field’, select ‘Post Date’;
· Under ‘Operation’, select ‘Is Relative’
· Under ‘Value’, select ‘Last Period’ and ‘DOC 3rd’.  This will allow you to view only the previous month’s transactions.  If you do not select ‘Last Period’ and ‘DOC 3rd, you will end up with all transactions within your hierarchy since 2008. 

· Under Hierarchy, click on the + sign and enter your hierarchy level number;

· Click ‘Include Children’.  You will have to click on it twice.  You will need to ensure that there is a checkmark next to ‘Include Children’.  Otherwise, you will not get any data when you run your report.

· Under ‘Order By’, select ‘Schedule to Run’;
· Under ‘Frequency, select ‘Cycle’; 

· Under ‘Cycle’, select ‘DOC 3rd’; 

· Click on ‘Save’ in the top left corner;
· Click on ‘Process Report’;

Note: If after running a report you receive ‘No Data Found’, it either indicates that there was not any data to query or you forgot to click on ‘Include Children’.  

How to View Saved Reports
To view your saved reports, go to the ‘Reports List’ screen, click on the drop down arrow at the top of the screen, and select ‘My Reports’.

     You will now be able to view all of your saved reports
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The following is a listing of PaymentNet Reports that both the APCs and TCMs will utilize to manage effectively their respective travel card program.  JPMC reports must be scheduled to run on the third of each month and downloaded/reviewed by the TCM(s) on the fourth of each month. 

	Report Name
	Person Responsible for Running the Report
	Description Of Report

	Cardholder Listing by Hierarchy
	APC & TCM
	The ‘Cardholder Listing by Hierarchy’ report shows all cardholders within each hierarchy and is used to ensure cardholders remain in their correct hierarchy.  

	Cardholder Profile
	APC
	APCs will use this report to determine which cardholders need to recertify travel card training.

	Delinquencies with Current Balance
	APC
	The ‘Delinquencies with Current Balance’ report can be used to monitor past due accounts per cardholder. Subtotals are provided for each hierarchy level, as well as grand totals for the entire report. The report lists past due amounts in each of the following categories: 1-30 Day, 31-60 Day, 61-90 Day, 91-120 Day, 121-150 Day, 151-180 Day, Charge-off Amount, and Current Balance.

	Transaction Detail
	TCM
	The ‘Transaction Detail’ report can be used to monitor the purchases for each account. Transactions as well as line items are included and payments are excluded from this report. Subtotals are provided for each account, as well as Grand Totals for the entire report. 

	Cash Advance Detail by Hierarchy
	TCM
	The ‘Cash Advance Detail by Hierarchy’ report is used to analyze only cash advance charges from the cardholders. 

	Declines
	TCM
	The ‘Declines’ report can be used to monitor the occurrences and reasons why cardholders have been declined (See Exhibit 2). 

	Unusual Activity Analysis
	TCM
	The ‘Unusual Activity Analysis’ report can be used to monitor unusual transaction activity and determine if the transactions are business-related. 

	45 Day
	TCM
	The ’45 Day’ report is optional and can be used to monitor for delinquency before it gets to the 61 day mark.


0002 - The account status is closed therefore preventing transactions from posting;
0004 - The account status is closed as the account was marked lost/stolen;
0007 - The account status is closed as the account is now expired;
0015 - The account status is closed due to NSF, Charge Off, or closed due to delinquency;
0048 - There’s not enough money available to support the current charge;
0085 - Account is currently suspended due to delinquency;
0111 - Transaction is rejected due to the wrong 4 digit PIN being entered incorrectly;
0124 - The 3 digit CVV code on the back of the card was entered incorrectly by the merchant;
0125 - The 3 digit CVV code on the back of the card was entered incorrectly by the merchant;
0134 - The card has not been activated;
0207 - The card expiration date was incorrectly entered by the merchant;
0818 - A restriction on the MCC group is preventing the transaction from processing
           successfully;
0823 - The MCC code is not currently available within the MCC groups assigned to the travel 
           card;

(Fill in highlighted areas)

Subject Line of Email:  FOR YOUR ACTION:  JPMC Government Travel Card Delinquency Response Required by (COB dd/mm/yyyy) 

Dear Mr.

Please be advised that as of (Date) your Government JP Morgan Chase travel card account is 61 days past due in the amount of ($).

Please note that your charge privileges have been suspended and your account is in pre-cancellation status.  If JP Morgan Chase does not receive payment for the 91-day amount past due by the 120th day, your account will be canceled and both your supervisor and CFO will be notified again.  If your account is canceled, you will be expected to travel on personal funds for any future official travel.  Canceled accounts will generally not be reinstated.  Delinquency beyond 120 days may be reported to outside credit reporting bureaus and may affect your personal credit rating.

If you have sent payment, please respond to this notice with the date of payment and amount.  You should contact JP Morgan Chase to make sure your account is credited properly.  Please notify me via e-mail of any extenuating circumstances so that I can assist you with your account.

In order to respond to OMB reporting requirements, you must provide me with a brief explanation of what caused your travel card delinquency along with a payment plan within three business days from the date of this notification (Please reply to all, when responding).  This letter does not imply that there was an intentional act of misconduct, however delinquencies in payments are a form of misuse of the Government issued travel card. 

Managers are required to consult with their servicing Workforce Management Office (WFMO) if there is any indication of employee misconduct that warrants a formal disciplinary action.  Formal disciplinary actions are used at the discretion of the supervisor, however any findings of misuse (whether it be intentional or unintentional) are to be documented and the cardholder needs to be counseled or disciplined as deemed by the supervisor.  Informal documentation should be kept in the supervisor’s file in the event of repeat offenses.

 

*Department Administrative Order (DAO) 202-751 lists corrective measures your supervisor can take for failing to pay a just financial obligation in a proper and timely manner.*  Below is a list of possible disciplinary measures for misuse of the travel card and/or failure to pay your outstanding JP Morgan Chase balance.

THREE TYPES OF POSSIBLE DISCIPLINARY ACTIONS FOR TRAVEL CARD MISCONDUCT:


Offense: Failure or excessive delay in carrying out orders of assignments (Failure/refusal to use card while traveling)

Penalty: First - Reprimand to 10-day suspension

Second - 5-day suspension to removal 

Third - 30-day suspension to removal

Offense: Failure to pay a just financial obligation in a proper and timely manner (Delinquency in paying outstanding balances - 61 days or more):

Penalty: First - Reprimand to removal

Second - 5-day suspension to removal 

Third - 30-day suspension to removal

Offense: Use of or allowing use of Government funds, property, personnel, or other resources for unauthorized purposes: (Misuse of Credit Card)

Penalty: First - 5-day suspension to removal

Second - 30-day suspension to removal 

Third - Removal

(Fill in highlighted areas)
MEMORANDUM FOR:
Cardholder’s Supervisor
FROM:


(TCM Name)
SUBJECT:

Possible Misuse of Government Travel Card

DATE:


(MM/DD/YYYY)
In a recent review of travel card accounts, it appears that (Employee’s Name) may have used his/her official travel card for unauthorized or personal use.  The Federal Travel Regulations mandates that the Government travel card be used for official travel expenses incurred while in an official temporary duty (TDY) status only, and cannot be used for personal travel.  

§301-51.6  May I use the Government contractor-issued travel charge card for purposes other than those associated with official travel? 

No, the Government contractor-issued travel charge card may be used only for official travel related expenses. 


§301-51.7  What are the consequences of using the Government contractor-issued travel charge card for non-official travel purposes? 

If you use the Government contractor-issued travel charge card for purposes other than official travel, your agency may take appropriate disciplinary action. 

Further, the DOC Travel Card Handbook requires managers and supervisors to counsel employees on the appropriate use of the travel card, to identify specific steps to ensure employees are in compliance with the Government contract with JP Morgan Chase (JPMC) and to impose appropriate disciplinary action when employees misuse or abuse the travel card.  

Please review the cardholder’s statement (suspicious charges will be highlighted) which will be sent via Accellion and respond in writing within 3 business days of receipt of this memorandum verifying that the following actions have been completed:

1. Review the cardholder’s statement and verify if misuse occurred;

2. If misuse is confirmed, state if disciplinary action has been taken;

3. If misuse is confirmed, confirm that the cardholder has been counseled on the proper use of the travel card, as appropriate; and

4. Confirm when the bill will be paid; 

Please provide a follow-up memorandum back to me indicating how the matter has been resolved, addressing the four actions above.  If misuse has been confirmed, his/her account will be closed immediately and he/she will be required to travel on personal funds for all future official travel.

If you have any questions, please contact (TCM Name/E-Mail/Phone Number)
(Fill in highlighted areas and send to the employee via Accellion along with their travel card statement(s)).  Please note that employees are required to submit a response within three business days.  However, if they are on official travel or in a leave status, time may be extended beyond the three business days.
Dear (Cardholder),

In a recent travel card review, our Travel Card Monitor (TCM) (TCM Name) noticed that your travel card was used (select either: ‘during non-travel status’ or ‘at your official duty station’).  In accordance with DOC Travel Card Program Handbook, Section 3, and DOC’s ‘Zero Tolerance Policy,’ misuse of the travel card will not be tolerated.  Therefore, your travel card has been temporarily suspended until further review.  You have three business days (unless the employee is on official travel or leave) to review the highlighted charges on your travel card statement(s) attached and provide an explanation for the charges.   

Please provide information to justify use of the card during the timeframe indicated above.  In the event no justification is provided by (date), your travel card will be cancelled and I will contact Workforce Management Office (WFMO) for further action.

If you have any questions or concerns, please feel free to contact me at (supervisor’s phone number).

(Supervisor’s signature)
This is to advise you that your travel card has been processed and you should receive your new travel card within ten business days. Your travel card will come in a plain, white, unmarked envelope. Be careful not to discard it as junk mail. Please e-mail me if you do not receive your card within the ten business days.

Once you receive your new travel card, you will need to activate immediately the card by calling the 800 number on the sticker located on the back of the card. To reduce the risk of fraud, you must activate your card within 30 days of receipt or it will be canceled and you will have to reapply at a later date. Once your card has been successfully activated, you will need to establish an on-line account within J.P. Morgan Chase’s (JPMC’s) PaymentNet system so that you can view statements and pay bills on-line, update your profile information, and dispute transactions, when necessary.

To establish a PaymentNet account, you will need to access PaymentNet using the following:

Website: https://gov1.paymentnet.com/Login.aspx
Organization ID: USDOCSP

User ID: 

Pass Phrase: Noaa123!

If you experience difficulties accessing the PaymentNet system or establishing an on-line account, please call JPMC Cardholder Support at 1-888-297-0781.

This is to advise you that your travel card has been processed and you should receive your new travel card within ten business days. Your travel card will come in a plain, white, unmarked envelope. Be careful not to discard it as junk mail. Please e-mail me if you do not receive your card within the ten business days.

As part of the travel card application process, J.P. Morgan Chase's Credit Department performed a credit worthiness check (soft check) on behalf of the Department of Commerce (DOC), as required by OMB Circular A-123 Appendix B. The soft check response, provided by TransUnion did not contain sufficient information that would allow JPMC to issue you an unrestricted travel card in accordance with DOC policy. This determination could indicate that either there is a block on your credit, or that you have insufficient credit at this time. If you any questions regarding your credit history, contact www.TransUnion.com/.

JPMC has issued you a restricted travel card with a $2500 credit limit. In cases where the $2500 limit does not satisfy your mission requirements, you will need to either email or fax me your approved travel authorization so that I can increase your travel card. The increase will be temporary and based on the dates and dollar amount reflected on the travel authorization. Once that particular trip has ended, the $2500 limit will be reinstated.

Once you receive your new travel card, you will need to activate immediately the card by calling the 800 number on the sticker located on the back of the card. To reduce the risk of fraud, you must activate your card within 30 days of receipt or it will be canceled and you will have to reapply at a later date. Once your card has been successfully activated, you will need to establish an on-line account within J.P. Morgan Chase’s (JPMC’s) PaymentNet system so that you can view statements and pay bills on-line, update your profile information, and dispute transactions, when necessary.

To establish a PaymentNet account, you will need to access PaymentNet using the following:

Website: https://gov1.paymentnet.com/Login.aspx
Organization ID: USDOCSP

User ID:

Pass Phrase: Noaa123!

If you experience difficulties accessing the PaymentNet system or establishing an on-line account, please call JPMC Cardholder Support at 1-888-297-0781.
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