Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Complete the Challenge Questions and Responses Setup Process

Step Action

1a » Open an Internet Explorer window
» Point your browser to: https://itm-prod.rdc.noaa.gov/cgi-

bin/90ipi/docprep/login.w
1b If the Web Security Page appears, click Continue

2 » Enter your User Name and
Password -
» Click Document Preparation Fee e
ul’p(m-dhl‘b(
P
==

Gelco Travel Manager®9.0

=# You focus. We process, We pay. We audit

3 A prompt will appear:

Message from webpage

! 5 This user has not yet established challenge question responses,
L

» Click OK
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Complete the Challenge Questions and Responses Setup Process

Step Action

4a | The Challenge Question screen appears with three (3) question and response areas:

Challenge Questions

Quick Tip For this Page you can:

) _ Save |r‘~ ! CQuestion R
Challenge Questions cannot be duplicated

Reset |screen to initial values

Responses to Challenge Questions
- are not case sensitive Proceed | without =aving
- cannot be duplicated
- cannot be a word that appears in the Challenge Question Exit | without =aving

- cannot contain phrasing (word for word) from the Challenge Question

Selected Challenge Questions and Responses

Challenge Question 1| (select one) M
Challenge Response
Challenge Question 2| (selectone) v
Chalenge Response

2
Challenge Question 3 | (selectone) i

Chalengs Response

» Select your challenge question(s) using the drop-down listing
0 You must choose 3 different challenge questions; they cannot repeat.
» Enter your response(s)
0 Responses are not case sensitive.
0 You may not use the same response for each question.
O The response cannot be a word from the question
O The response cannot contain phrasing (word for word) from the question

CHALLENGE QUESTIONS

From what hiqh school did you graduate?

In what city/town were you born?

In what hospital were you born?

In what month did your parents marry?
In what month was your mother born?

In what state did you attend college?
What is the make of your first car?
What is your father's middle name?
What is your oldest sibling's first name?

» Click the | Save | (Challenge Question Responses) button

Note: Users have the ability for 30 days from March 7, 2011 to bypass setting up their
challenge questions. To do this, click on the Proceed (without saving) button. Starting
April 7, 2011, users will no longer have the option to bypass and must complete this step.
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Complete the Challenge Questions and Responses Setup Process

Step Action

4b | The following error messages may appear when attempting to save your Challenge
Question Responses:

L] E The response cannaot be contained wikhin the question.
L

Message from webpage

L E You cannok give the same response ko more than one question.
L

Message from webpage El

! E You cannot select the same question more than once,
L

You will need to click OK and go back and fix your questions and/or responses.

5 » Depending on the status of your User account, upon completing the Challenge
Question and Response setup process, you may be prompted with basic system
messages for establishing a new password and/or signature PIN. If this occurs and
you require assistance, reference Exercise 1 - Log Into ITM (Updated Dec 2010)
located on the Financial Systems Division (FSD), Training Exercises web page.

» Ifno extenuating circumstances exist, see Step 6.
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Complete the Challenge Questions and Responses Setup Process

Step Action

6 The HOME screen appears:

GelcoR ravelMana0eRoT0)

Document Preparation

Logout Help HMOAA FSD ITM Web Page

User: Home
NOAA FSD User
Traveler: Quick Tip
Welcome to Travel Manager. Click the "more” link in Last Documents to go to Open Document Page. Click the "more” link in Review Document to open Review
Home Page Document Page. Click the Decument icon to open the document. more

[» Create New Document

News
[ OpeniCopy Document

TODAY"S NEWS Please contact your LO Budget Office for guidance on the appropriate accounting code to use for trips that begin or end in FY" 2011.
[» Quick Open Document

ThAs that are created using the procedures for Emergency Travel and System Downtime”™ will require electronic approval after 12:00 Noon ET on October 1,
[» Amend Document 2010

[ Tyoe [ Traveler | Documenthame | DepDate [ inuUse | Type [ Travelr | Documenthame | DepDaie [ inusc |

[» Review Documents
[» Delete Documents

[» Import Document

» The setup process is complete.
» You may begin working within Travel Manager or Logout.
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Maintain your Challenge Questions and Responses

Step

Action

1a

» Open an Internet Explorer window
» Point your browser to: https://itm-prod.rdc.noaa.gov/cgi-bin/90ipi/docprep/login.w

1b

[f the Web Security Page appears, click Continue

» Enter your User Name and
Password 2 -
» Click Document Preparation = RP—

Documunt Preparation
Approve and Route Documents
Dudgoes

Aadministration

Gelco Travel Manager®9.0

- You focus. We process. We pay. We audit

Upon first logging in you will come to the Home screen.

GelcojTravel Managerg9.0

Setup Reports Logout Help NOAAFSDITM Web Page Document Preparation
User: Home
NOAA FSD User
Traveler: Quick Tip
Welcome to Travel Manager. Click the "more” link in Last Documents to go to Open Document Page. Click the "more” link in Review Document to open Review
Home Page Document Page. Click the Document icon to open the document. more

[» Create Mew Document
News
[> Open/Copy Document TODAY'S NEWS Please contact your LO Budget Office for guidance on the appropriate accounting code to use for trips that begin or end in FY 2011,
Quick O D it
|| B BreT BremE TAs that are created using the procedures for ‘Emergency Travel and System Downtime™ will require electronic approval after 12:00 Noon ET on October 1,
[» Amend Document 2010.

Review Di it =
b Review ocumen Last Documents _nore
P, Dokt Documers T T e N e i = i

[# Import Document

4a

From the Menu Toolbar click on Reports.

GelcojTravellManagerg9.0,

Document Preparation

Manigement

Setup Reports Logout Help NOAAFSDITM Web Page
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Maintain your Challenge Questions and Responses
Step Action

4b | The Administrative Setup screen
will display in a new browser
window.

CEREEEETFa0 |

Administrative Setup §

Admin Rates Forms Close Help

User:
Cynthia Curtis

[> REPORT SETUP

ifica
Lok o
> Custom Reports

[ Report Queue

Done @ Internet R L

Click on Custom Reports. A listing of available reports will appear. A user’s ITM Role
assignment (access level) determines which reports are available to a user. Below is a
screenshot of various user roles.

USER/GROUP ADMIN/ ROUTING ADMIN
REVIEWER/APPROVER
NOAA MENU NOAA MENU

: Quick Tip
Quick _'I'lr.i_ % Add guicktip
Add quicktip
Custom Report
Custom Report

Who Am 7
Wha Am [#

Administrative Utilities

Routing List

Routing Membership

U=zer Configuration Report Administrative Utilities

SAF Outliers Report U=er Configuration Report

SAF Quiliers Report

Challenge Question Responses

Challenge Question Fezponses

» Click Challenge Question Responses link
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Maintain your Challenge Questions and Responses
Step Action

5a The Challenge Questions screen appears:

e The Challenge Question fields will display the current selections.

e For security purposes, previously established Challenge Responses will not be
displayed.

Challenge Questions

Quick Tip For this Page you can:
. . Save | Challenge Question

Challenge Questions cannot be duplicated Responses

Responses to Challenge Questions Reset |zcreen to initial values

- are not caze sensitive

- cannot be duplicated Proceed | without saving

- cannot be a word that appears in the Challenge Question -

- cannot contain phrasing (word for word) from the Challenge Question Exit | without =aving

Selected Challenge Questions and Responses
Challenge

- T
Question 1 Whatis your oldest sibling's firstname? v
Challenge
Rezponze 1
Challenge .

Question 2 In what hospital were you born? »
Challenge

Response 2
Challenge
Question 3 In what month was your mother bomn? v

Challenge
Response 3

5b » To modify your Challenge Questions/Responses, select a new Challenge Question
and/or provided an updated response.

» Click the Save | (Challenge Question Responses) button.

Note: As a reminder:
0 Each Question must be unique
0 Each Response must be unique
O Responses are not case sensitive
O The response cannot be a word from the question
O The response cannot contain phrasing (word for word) from the question
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Maintain your Challenge Questions and Responses
Step Action
6 Your screen will go blank which indicates your updates were successfully changed.

GelcolTravelManagerg9.0,

Administrative Setup

Tables Reports Admin Rates Forms Close Help

User:
NOAA FSD User

[» REPORT SETUP
[ Document Summary
[» Trawvel Ledger

[ Accounting Code
Summary
[> Signature Certification

[» PKI Certificate List
[# Custom Reports
[ Report Queue

» Close out the Administrative Setup screen by clicking Close from the Menu Toolbar.

> You will then be returned back to the Home screen.
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

1a » Open an Internet Explorer window
» Point your browser to: https://itm-prod.rdc.noaa.gov/cgi-bin/90ipi/docprep/login.w

1b | If the Web Security Page appears, click Continue

2 » Click Did you forget
your password? @CO

User Name

Documant Proparation
Approve and Route Dacumants.

dygots
Administration
Gelco Travel Manager©®9.0

3 The Self Service Password Reset Request screen appears:

» In the Enter the User ID of the user to request a reset for: field enter your UserID

» Optional - If you have also forgotten your Signature PIN, click the box located next to
Reset the Signature PIN at the same time?

» Click the _suwmit | (Self Service Password Reset Request) button.

Self Service Password Reset Request

Quick Tip For this Page you can:
Submit | Self Service Password Reset
In order to utilize Self-Service Password Reset you must have previously completed the challenge question and response Request
setup process.
Close | and Return to Login Page

Pleage enter your user name below to start the process of resetting your password. A tempoarary password wil be gent to your email
address on file. Reset | screen to inttial values

*ou can initiate a request for new temporary password one hour after the last one was requested. This request is limited to five (5) within
a 24-hour window. If vou exceed this number, yvour account will be locked and you cannot uze the self-zervice feature for 24 hours.

Self Service Password Reset Request
Enter the User ID of the user to request a resst for: l:l

Res=et the Signature PIN at the same time? O
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

4a | Ifauser is eligible for Self Service Password Reset the following prompt will display:

Messape from webpage f'5_<|

A kemporary password has been emailed to the email address on record with the subject ling 'TTM Self-Service
! Request', You will be prompted ko change wour password upon logging in and successfully responding ba wour
challenge guestions.

» Click OK
» Goto Step 5

4b | Ifa user is not eligible for Self Service Password Reset one of the following messages will
display:

Message from webpage f'5_<|

' This account is nok eligible for self service reset, For assiskance email the NOAR Client Services Help Desk at
. ClientServices@noaa, gov and request an [ITM2,0 password reset

This message displays if the user:
e Has not established challenge question and responses
e Does not have a valid email address on file.

The user would then be required to email the NOAA Client Services Help Desk to request
an ITM 9.0 password reset.
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

Message from webpage rzl

) E There is a pending request,
L

This message displays when the timeframe for requesting a self service reset request has
not been met or has been exceeded

Note: As stated in the Quick Tips at the top of the screen, you can initiate a request for new
temporary password one hour after the last one was requested. This request is limited to five
(5) within a 24-hour window. If you exceed this number, your account will be locked and you
cannot use the self-service feature for 24 hours.

5 Leaving your Internet browser up:
» Go to your email
» View the message with the Subject Line: ITM Self-Service Request

0 The Sender and Recipient will be the email address on file for the UserID the self
service request was submitted for.

From: Cynthia.E.Curtis @noaa.gov sent  Mon 2/28/2011 10:34 AM
To: Cynthia.E.Curtis@noaa.gov
Cc
Subject: ITM Self-Service Request
-
You have requested a temporary password to initiate the ITM Self-Service Password Reset process.

Your temporary password is: cahb)HPklj-21335
Your signature PIN has been reset to blank. You will be prompted to establish one after logging in.

ITM Confidential:

This message is intended for internal use only. If you received this email in error, please contact the NOAA Client Services Help Desk immediately at 301-444-3400 and select
Option 1 for System Access or via email at ClientServices @noaa.gov

» Copy the temporary password
» Go back to the ITM Login Screen
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

6 From the ITM Login screen:

@Ico Tasswnr o
[

(bl you Foraet your Dassword?

» Enter your User Name
» Paste or type in the temporary Document Preparaion

Approve and Route Documents
Budgets

password from the email
» Click Document Preparation

Gelco Travel Manager®9.0

-+ You focus. We process. We pay. We audit [HSSiir . e

7 A prompt will appear:

Message from webpage

L ] "‘n., Self Service Password Reset undervway For this user,
L

» Click OK
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Initiate a Self-Service Password Reset

Step Action

8 The Challenge Questions screen appears with your questions already displayed:

Challenge Questions

% Quick Tip For this Page you can:
Validate |challenge Question
Enter the correct to each chalk ion below. You have three (3) attempts to provide the correct rezponses. After three Responses
(3} failed attempt= your account wil become locked and your challenge questions will be deleted. You will be required to contact the NOAA
Client Services Help Desk for azsistance on (301) 444-3400, Option 1 for System Access or via email at ClientServicez@noaa.gov Reset |=zcreen to initial values

Responses are not case sensitive and spaces are ignored.

Selected Challenge Questions and Responses

Challenge Question 1

From what high =school did you graduate? ‘

Challenge Response |
1

Challenge Question 2

In what month did your parents marry? ‘

Challenge Rezponse |
2

Challenge Question 3

In what hospital were you born? ‘

Challenge Rezponze |
3

» Answer each of the questions
» Click the = vawdate | (Challenge Question Responses)button

8a | If after clicking the Validate button and your responses are correct you will receive the
following message:
Message from webpage r5__<|

L] "_\ Passwiard has expired - please enter a password now,
L

» Click OK
» Goto Step 9
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

8b If any of the questions are answered incorrectly you will receive the following error
message:

L] E Challenge Questions nok answered successFully - 1
L

> Click OK

8c [t will then return back to the Challenge Questions screen where you will need to attempt
to answer your responses again.

Each time you do not answer correctly, you will receive a new number at the end of the
message prompt. After the third failed attempt you will receive the following message:

Message from webpage r5_<|

L] "_.,‘ Challenge Questions Failure - account locked
[

» Ifyou are able to successfully answer all three (3) challenge questions, see Step 8a.
» If you fail to answer your challenge questions and receive the Challenge Questions
failure - account locked prompt, see the Note below.

Page 14 of 16



Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset

(May 2011)
How to Initiate a Self-Service Password Reset
Step Action

Note: As stated in the Quick Tips at the top of the screen, after 3 failed attempts of validating
your responses and receiving errors your account will become locked and your challenge
questions will be deleted. You will then need to contact the NOAA Client Services Help Desk
via email to have your password reset.

Then the next time you login with the temporary password provided to you by the NOAA
Client Services Help Desk, you will be prompted to create your Challenge Questions &
Responses again.

9 The Set Password screen will appear:

Set Password
(g Quick Tip For this page you can:

Change your current passwond by entering and werifying o new password. The Current Password wil be the temporary passwond provided by Possword Change
&ther the Saif Service Password Reset procass of the HOwa Client Services Hely Desk
Close | without Saving

Hew pageword criteria:

- Fasswords are case sensitive

= musd b2 & minimum 12 (and & maximum 16} characters

- musi contain three out of the four clnsses: Uppercose, Lowercase, Mumeric, Special Character
- & EhAFACIErs MuUst be LNiLE and cannot be repeated

- musi contain at keast one numeric valse

- musl contain at keast one special character

Current Password @ ||
Hew Password D

Verily Password

In the Current Password field type in the temporary password that was emailed to
you.

Enter a New Password

Verify the New Password

Click the ['savel (Password Changes) button

10 If you requested to have your Signature PIN reset in addition to your password reset,
go to Step 11.

If you only requested to have your password reset, go to step 12.

YV V| VVY 'V
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Instructions for the
Integrated Travel Manager (ITM) Self Service Password Reset
(May 2011)

How to Initiate a Self-Service Password Reset

Step Action
11 The Set Signature PIN screen appears:
Set Signature PIN
Quick Tip For this page you can:
CNaNGE your current signature PIH by entering and venlying a new signaturs FIN. Signalurs PINS are case senslive, must contain betwesn & and 16
characters, and must contain at isast one numeral more Signature PN Change
Cloae | wihout Saving
Hew Signature FIN |
Verify Signatura PIN |
» Enter your new Signature PIN in the New Signature PIN field
» Enter your new Signature PIN in the Verify Signature PIN field
» Click | save | (Signature PIN Change) button
Notes:
v' Signature PINs must contain eight to sixteen alphanumeric characters, including at least one
numeric character.
v’ Signature PINs are case-sensitive and maintained separately from the password.
v' Signature PINs do not expire and do not change unless the user changes their PIN or requests the
Client Services Help Desk perform a reset.
The Signature PIN is used to electronically stamp documents in the system
12 The Home screen will appear:
(GelcojTravel.Managerg9.0j
Setup Reports Logout Help NOAAFSDITM Web Page Document Preparation
leze Home
Erin Cobbs
Traveler: % Quick Tip
Welcome to Travel Manager. Click the "more” link in Last Documents to go to Open Document Page. Click the "more” link in Review Document to open Review
» Home Page Document Page. Click the Decument icon to epen the document. more
[» Create Hew Document
N
[> Open/Copy Document Ps:: contact your LO Budget Office for guidance on the appropriate accounting code to use for Py 2011
[» Quick Open Document
REMINDER: TAs created using the procedures for “Emergency Travel and System Downtime” still require electronic approval in the system,
[» Amend Document
P
[§ et Dacuments [Tyoe [ Traveer | Dooumertame | Desbue | wuse | Troe | Tavesr | Dovumentvame ]| Depbae | nise ]
[ Import Document
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